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Disclaimer

The content of the publication herein is the sole responsibility of the publishers and it does not necessarily reg
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While the information contained in the documents is believed to be accurate, the authors(s) or any other parti
in the 6Green consortium make no warranty of any kind with regard to this material including, but not limited t
implied warraries of merchantability and fitness for a particular purpose.
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liable in negligence or otherwise howsoever in respect of any inaccuracy aiomigerein.
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Copyright message
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Glossary of terms and abbreviationssed

Abbreviation / Term

AF

AMF
CCMF

CRD
DAG

DNN

eBPF
EdgeMF

FaaS
GRU
HPA
MaaS

NEF
NRP
NSC
PCF
SBA
SBI
SLO
SMF
SNSSAI
TSD
UDM
UPF
URSP
VIM
VRF
WIM
XDP
NSI
EGMF

Application Function

Access and Mobility Management Function
CloudContinuum Management Function

Custom Resource Definition

Directed Acyclic Graph

Data NetworkName

extended BerkelePacket Filter
Edgecloud Management Function

Functionrasa-Service
Gated Recurrent Unit
Horizontal Pod Autoscaler

Metal-as-a-Service

Network Exposure Function
Network Resource Partition
Network Slice Controller

Policy Control Function

Service Based Architecture
SouthBound Interface

Service Level Objective

Session Management Function
Singleg Network Slice Selection Assistario®rmation
Time Series Database

Unified Cata Management

User Plane Function

UE Route Selection Policy

Virtual Infrastructure Manager
Virtual Routingand Forwarding
Wide-Area Infrastructure Manager
eXpress Data Path

Network Slice instance

Exposure Governace Management Function
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NSMF Network Slice Management Function

NFMF Network Function Management Function
NFVO Network Functios Virtualization Orchestrator
VNF Virtualized Network Function

CNF Containerized Network Function
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Executive Summary

Thisdeliverable details the final version of the work realized within 6Green towards the specification of a set
of enabling technologies that are adopted towards the development of the 6Green Service Based
Architecture (SBA) in WP3, as well as towards the ldpweent of vertical application orchestration
mechanisms in WP4t builds upon the results provided in the D3.2 that detailed the work in progress in the
implementation of these technologies in M18 of the project.

The set of enabling technologies include:

1 network connectivity management and traffic offloading mechanisms,

9 cloudnative orchestration mechanisms considering approaches that take advantage of seeshe
techniques, as well as automation mechanisms based on infrastructure as a code, ZeroOps and
continuous automation principles,

1 power management mechanisms for the core, transport and access part of the continuum by
considering serverless workloads,

1 network slice lifecycle management and optimization techniques, including eiasvgse network
slie management in @RAN and mukltprovider settings, and

9 green observability and profiling mechanisms.

Forall cases, thdinal status of the development of the enablers is provided. A mapping of the enabling
technologies with their adoption toward the dewgiment of the various functions of the 6Green SBalss
detailed while information for the developed software prototypes is made available in D2.4.
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1 Introduction

This documentletails theactivities carried out ithe Work Package @VP2) 6Green Enablig Technologies for
CloudNative Servicesof the 6GreerProject. The goal of the 6Gredmroject is to create an innovative, service
based, and comprehensive ecosystem that expands the communication infrastructure into a sustainable,
interconnected, and gener endto-end intercompuing system. It aims to promote energy efficiency across the
entire 5/6G value chaiandreduce the carbon footprint of 5/6G networks and vertical applications.

The 6GreerProject is structured around three main research axesictvitorrespond to three administrative
domains/layers within the architecture: th&/6G EdgeCloud Infrastructure the Network Platform and the
Vertical Applicationdomains. The corresponding research areas are referred t&aabling Technologies for
Claud-Native Service Meshésithe 6Green Serviebased Architecturé,anddVertical Application Orchestration
within the 5/6G Green EconongyThese axes must closely collaborate to implement the holistic vision of 6Green.

WP2 primarily focusk on the activites related to the first research axis of the projedBreen Enabling
Technologies for Cloddative Services.Within WP2, the initial activities involved refining the architectural
definition of the 6Green ecosystem and validating use cases for thedlegjies and solutions developed by the
project. This include identifying the roles of different stakeholders, determinisgstem and use cases
requirements, and establishing key performance indicators for the identified use cases.

Following, effortwasallocated into the development ai set of enabling technologies to boageenelasticity
(automatically, and rapidly provision, adapt, andmievision network and (edge) computing resources/artefacts
and hardware offload engines to improve energy efficignand edge agility (transparently move
applications/services (or part of them) at rtime in different geographical areas of the edgeud continuum)

in the deployment of services and applications over a 6G infrastruclimese enabling technologiasciude
network connectivity management and traffic offloading mechanisms; ef@tide orchestration mechanisms
considering approaches that take advantage of semviesh techniques, as well as automation mechanisms
based on infrastructure as a code, ZepsGand continuous automation principles; power management
mechanisms for the core, transport and access part of the continuum by considering serverless workloads;
network slice lifecycle management and optimization techniques, including eaerge netwok slice
management in GRAN and mulprovider settings, and green observability and profiling mechanisms.

In the current document, theverallwork towards the development of such enabling technologies is detailed.
The document builds upon the results pided in the D3.2 that detailed the work in progress in the
implementation of these technologies in M18 of the project. In all cases, the final status of the development of
the enablers is provided. A mapping of the enabling technologies with their addptieard the development of

the various functions of the 6Green SBA is also detailed, while information for the developed software prototypes
is made available in D2.4.

Per enabling technology, the design of the mechanisms, the implementation status @ndten results are
provided.With this objective in mind, this documeisiorganized as follow&ection 2 details the connectivity and
traffic offloading enablerfor managing data traffic toptimize performance, reduce congestion, and enhance
the userexperienceacross resources in the computing continuugection3 details enablers that support
orchestration actions for the management of clenative software including enablers that support automation

in the management of compute and network infragtture in 5G/6G environment$ection 4details power
managementnd network slice lifecycle managemeethniques by considering serverless workloads. Section 5
details data fusion, profiling and observability mechanisBection 6 provides a short mapgiof the detailed
enabling technologies with the 6Green Serhesed Architecture (SBAYhileSectior7 concludes the document.
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2 Connectivityand Traffic Offloading

2.1 Traffic Offloading to Hardware AcceleratieBased UPF by Control Plane
Service Exposure

Traffic offloadingin 5/6G networks refers to the process of redirecting data traffic to alternative pathways

to optimize performance, reduce congestion, enhance the user experience, or change user plane technology.
Traffic offloading is crucialfeature for allowing Green Elasticity, as the eneeyyare usage of hardware
accelerators cannot be applied unless traffic is redirected accordingly.

During the 6Green activities, traffic offloading has been designed and implemented through the development
of an ewlved Network Exposure Function (NEF) prototype. Initially introduced in D2.2 and further detailed
in this section, the prototype is tailored specifically for the 6Green SBA. It implements the traffic offloading
mechanism in alignment with the 3GPP stambjgyarticularly referencing TS 29.502 and TS 29.522 for the
API specifications. The traffic offloading procedure leverages the URSP rule modification applied within the
Service parameter provisioning service, as defined in D2.2. However, to better stippogeds of 6Green,

this service has been extended and slightly adapted to offer greater flexibility for slice offloading, by working
on slice changédor a set of UEs.

Unlike the approach described in Section 2.1.1 of D2.2, the service in 6Green igjaorkeferred to as
Nnef_ServiceParameteinstead, it has been evolved and renamed Nisef_SliceOffloading to more
accurately reflect its role of changing slice for specific UEs, within the 6Ggreen framework. In the next section,
further detail about the@mplementation is provided.

2.1.1 SliceOffloading Mechanism within the 5GC

The legacy 3GPP standardized Service Parameter provisioning mechanism in 5GS enables external entities to
supply servicespecific parameters for single UE, facilitating its traffic steprThis is particularly effective

when combined with (AFguided URSP rules, which allow for tailored routing of tpidty application

traffic. As described in the previous section, in the context of 6GRreject, this mechanism has been
enhanced tantroduce dynamic traffic steering capabilities.

The innovation lies in the ability to incorporate new input parameters such as the originating network slice
or DNN allowing multiple UEs belonging to such domainrBl$SAl or DNN) to be moved from a stice
another one. This is possible exploiting the availability of management APIs exposed by 5G Core Networks.
In this activity we utilized the HPE Aruba Networking Private 5GC, which provides dedicated provisioning APls
allowing configuration changes (e.glice assignment for UE profiles).

The developed Nnef_Slicdt@hding service leverages some information coming from the CN and the actual
request from the service consumer.

Figure 2-1 illustrates the complete flavchart of the functional slice offloading procedure. Tpeocess
requires two main inputsinformation from the clientrequest (i.e., destSliceListand target) and the
provisioningdata from the core network(i.e., profileListand subscriberLigt The fird step involvesextracting

the actual destination sliclestSlicg, and relagd provisioning profiledestProfilg among the candidate ones
included indestSlicaist The second stefocuses oridentifyingthe target UE oset of UEsBased orthe
target type (GrouplD Slice supi gpsi ipv4) included in the request, the algorithnelkects theappropriate
procedure toobtainthe list of UEs (or a single Ui)ose profiles need to be updated with the oimeluding

the destination slicelf a UE already hasprofile that includes the destination slice, it is simply excluded from
further processing.
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Figure2-1: Flowchart representation of the Slice offloading procedure.
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2.1.2 Validation

The slice offloading procedeiwas evaluated using a single User UE. Thed&xtee Network was based on
the HPE Aruba Networking Private 5G Core (HPE 5GC).

The UE's data was provisioned in the 5GC and initially assigned to Profile 1, associated wHBOBDEA 1

A second profil¢Profile 2) was configured and linked to Sli€@0D002. Each slice was mapped to a dedicated
UPF, enabling traffic redirection upon slice switching. UERANSIM was used to emulate both the gNB and the
UE, with the gNB configured to support both slices.

Pha® 1: UE registration and PDU session establishment to Slice 1

As shown inFigure2-2, the UE has been successfully connected to the initial Slice 1. A ping test was
performed to check the connectivity and traffic.

Access Management

GUTI HCGI

SE-puli-0010L00004 14444 162 C 001-01-000000020

TAl CM State

MM State

registered

5 Contexts

DHN PDU Session Id 5-NS5AI
ternel 1- 00000

Figure2-2: AMF information regarding UE connectivity status.

Phase 2: Execution of NEF and tools for interfacing with the 5GC

Figure2-3illustrates the executionf the softwareprototypes. On the right side, the NEF Python application,
including the SliceOffloading service, is show. On the left, the ProxyAPIl component is depicted, acting as an
interface layer to communicate with the 5GC APIs.

The NEF application tonfigured to interact with the ProxyAPI when API access is required. The ProxyAPl is
already bound to the 5G Core, as indicated by the green status confirmation.

gpp-proxyapl> python proxyapl

nt Forward
' (lazy lo

Press CTRL4C to quit

[2624-12-06

Figure2-3: Terminal output with executiologs of ProxyAPI (left) and NEF prototype (right).
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Phase 3: Slice offloading request from client

Thefunctionaltest proceeded with the execution of the slice switch request using Postman. The request
body (sedrigure2-4) includesthe essential parameters required to trigger the slice transition:

1 GPSlused to uniquely identify the target UE
1 Route slice information specifying the combination of DNN aneNSSAI values, which will be
mapped to an available destitian profile to be assigned to the UE.
These parameters were processed by the NEF application to initiate the slice offload procedure for the
selected UE.

2 "afServiceId”:"ims-voip-223",
3 "dgpsi":"@E3938@160@1211",

4 "routeslice": [

i relatPrecedencs 1,
7 dnn”: "internst”,

8 snzzai”s i

9 =zt 11,

o =d": "Eaapaz"

11 1

12 [

13 ]

14 b

Figure2-4: SliceOffload request body.

Phase 4: &teOffloading procedure and results

Once the request was triggered, the SliceOffloading service executed the slice switching logic by interacting
with the 5G Core through the ProxyAPl component. Upon successful assignment of Profile 2 to the UE,
subsequenuser traffic was redirected through the second UPF, as defined by the new slice configuration.

Figure2-5 shows the traffic handled by the two UPFs, visualized through Grafana plots. The transition of
traffic from Slice 1 to Slice 2 is clearly observable, confirming the effectiveness of the offloading procedure.

In order to activate the new slice configuration, the UE was detached and subsequeattgaleed. This
procedure is necessary to ensure that Profile Zwarrectly applied, enabling user traffic to be routed
through the second UPF associated with Slice 2.
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Figure2-5: UPF 1 (above) and UPF 2 (below) user traffic.

2.2 ConnectivityEnablers in theTransport Network
2.2.1 Architecture

One of the key enabling technologies in the 6Green SBA is related to providing the connectivity between all
the elements in the architecture. This means covering network connectivity aspects at cloud and in the
transport network. The elment responsible for managing the operation of the wide area networks that
reach to the cloud is the Wida&rea Infrastructure Manager (WIM).

The WIM oversees orchestrating and managing the transport network infrastructure. It acts as a central
entity that controls and configures the connectivity between the different NFVI points of presence in the
6Green SBA architecture. It sets and manages links, routes, and network resources required for the
communication between endpoints in the 6Green SBA architecithie. WIM is a key element in managing

the connectivity between sites, as it will provide the network slice connectivity at transport level to fulfil the
needed requirements of the verticals.

The WIM is involved in the slice realization workflow as follaypsin a slice request, the Network Slice
Management Function (NSMF) interacts with the WIM in accordance with the 3GPP TS 28.541
specification1]. This interaction includes the identification of the network functions invoivedelivering

the endto-end slice, as well as the specific slice requirements across the Core, Transport, and RAN domains.
Based on this information, the WIM is responsible for establishing the required transport connectivity and
for ensuring that the regested Service Level Objectives (SLOs) and Service Level Expectations (SLES) are
fulfilled within the transport domainThe WIM is complemented with a new element called Network Slice
Controller (NSC). This new component, defined by [B'Es in charge of orchestrating the request,
realization and lifecycle control of network slices at transport level. This component translates the abstract
slice service requirements to concrete technologies and establishes required cortgeetisuring that
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6G

resources are allocated to the transport network slice as necessary. It will provide the connectivity in

situations such as:

1 Extending the connectivity to the cloud and edge by deploying virtual routing and forwarding (VRF)
instances. Thignteraction is complex because many components and resources in the SBA
architecture are virtualized on bare metal servers in the cloud. Consequently, communication is
abstracted, using virtualized rather than physical interfaces. This requires interadgtiothe Virtual
Infrastructure Manager (VIM), which has the context and knowledge about the mapping of cloud

components.

91 Providing connectivity and redirection of traffic among the different UPF deployed in the 6Green SBA

architecture

1 Providing connedtity in the transport domain upon slice requests involving Decarbonization Level
Objectives (DLOs), defined in D4.1. This use case is further developed below.

The NSC comprises two modules: the mapper and the realizer. The mapper processes the cusignest's
contextualizing it within the IETF transport network. The realizer then translates this request into a practical
implementation of the transport network, fulfilling the slicing request by interacting with the associated

network controller within he network.

The request received by the NSC originates from a 6G vertical seeking -dorexmdl slice with specific
requirements. This request is managed by the 6G-terend orchestrator, which configures the RAN and
Core Network elements accordingly befgassing the request to the NSC for processing. The NSC then feeds
the relevant wide area network controllers to implement the network slice within the transport network. The

architecture of this component is depictedfigure2-6.

WIM

3GPP slicing request

NETWORK SLICE CONTROLLER

Translator —IETF Slice Intent—>
MAPPER
REALIZER
Realization
Selector
|

Realization Technologies

NRP Creator

NRP creation request

Wide Area Network Controllers

e e e s —

y,

Figure2-6: WIM Architecture
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The mapper handles client network slice requests and correlates them with existing slices. The workflow is
as follows: when a slice request is receive@, mthapper translates it from 3GPP NRINIterms into the IETF

NBI data model[3]. This involves identifying the service demarcation points (SDPs) that define the
connectivity within the transport network. After identifying and mapping these parameters, the next step is
to check the feasibility of implementing the slice request.

To realize a slice, an existing network resource partition (NRP) that meets the speci@eddlirements is
needed, which may not always be available. Feasibility information is retrieved from an external module,
beyond the scope of this definition, which provides a response regarding the feasibility of realizing the slice.
If no suitable NRPare available for instantiating the slice, the mapper requests the realizer to create a new
NRP. This involves interacting with the wimea network controllers responsible for the transport network
managed by the NSC. This process is iterative untindqgper determines that the slice realization is feasible.

The realizer module handles the actual implementation of each slice by interacting with specifiareade
network controllers. It receives requests from the mapper and decides on the technologigese for
instantiating the slice based on the selected NRP associated with the slice.

2.2.2 Validation

To evaluate the NSC, it is presented within the context of one of the previously introduced use cases, in which
the NSC is responsible for providing a trassmetwork slice that fulfillst 3 NB&yiréments, also known

as Decarbonization Level Agreements (DLAsimely, carbon emissions, energy consumption, energy
efficiency, and the use of renewable energy sources. It is assumed that the slice requasatesifiom the

NSMF component in the form of an intent, following the 3GPP TS 28.541 specifithtion

Additionally, it is assumed that the WAN is managed by the TeraflowSDN corjghliend tha a separate
component, referred to as the energy planner, is responsible for computing the most eeiigignt path
that satisfies the slicing request requirements.

For the purpose of the evaluation, the planner has been integrated into the NSC. Howevarsimilar
component based on a Path Computation Element (PCE) with eaesye capabilities has been developed
within the 6GreenProject by Ericssonthe NSC is fully compatible and capable of interfacing with this
alternative solutionThe architeatre of this use case is presentedrigure2-7.

The overall workflow is resumed as follows:

1. The NSMF, upon a slice request coming from a vertical, sends the slice intent for the NSC to handle in the
transport doman a slice between endpoints A and B.

2. The NSC translate the intent an IETF Slice Service REBjaest sends it to the planner component.

The energy planner component, retrieves energy metrics from Teraflow to perform talasila

4. With this information, the planner is able to obtain the optimal traffic path that meets the specified

reguirements in the intent.

The planner sends this path to the realizer.

6. The realizer sends a request to TeraflowSDN for creating a layer 2 V&dlize the slice in the cloud
continuum wide area.

w

o

Firstly, as mentioned before, the process is triggered by the slice intent coming from the NSMF, following the
3GPP TS 28.541 specification. This specification defines the endpoints of the requestonthichuse case,
are A and B, and 4 main slice requirements, defined a Decarbonization Level Agreements (DLAS):

1 Energy Consumption, equivalent to the EC indicator, expressed in Joules or kWh [EC]

1 Energy Efficiency, equivalent to the EE indicator, @sged in Watts per bits per second [EE]
9 Carbon Emissions, expressed in grams of CO2 per kWh [CE]

1 Usage of Renewable Energy, expressed as a rate.[URE]
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Figure2-7: ValidationArchitecture

For more detaibout these parameters, see 6Green D&%]JL An example of a slice service profile with DLAs is
presented below. Note that no other SLOs (i.e. latency, throughput) are defined in this use case for simplicity.

"CNSliceSubnet{
"networkSliceSubnetType"CN_SLICESUBNET"
"SliceProfileList"[

{
"sliceProfileld""GREEN_SLICE"
"CNSliceSubnetProfilef

"EnergyEfficiency"le-9,

"EnergyConsumption'3000,
"RenewableEnergyUsagé).7,
"CarbonEmissions200
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Then, the mapper component in the NSC processes the requdstamslates it into an IETF Slice Service
request, as shown below.

{

"ietf-network-sliceservicenetwork-sliceservices' {
"slo-sletemplates" {
"slo-sletemplate"” [
{

"id": "green_template;

"description” ",

"slo-policy" {

"metric-bound”; [
{

"metric-type": "energy_consumption"
"metric-unit”: "Joules’
"bound"; 3000

h
{

"metric-type": "energy_efficiency;"
"metric-unit": "GigaWats/bps;'
"bound™ 1

b

{

"metric-type": "carbon_emission’
"metric-unit": "grams of CO2 per kWh"
"bound": 200

}

{

"metric-type": "renewable_energy usagge"
"metric-unit": "rate",
"bound™ 0.7

After that, once the IETF request is generated, it is sent to the energy planner component. There are two
possible deployment options for thicomponent.

1 Operation as an external element: interaction with the eneagyare PCE developed in the context
of the 6GreerProject. This requires doing a request to /sss/vl/slice/compute endpoint API including
as body a Slicelnput object, which contairsfdllowing parameters:
0 requestld: sequential id of the request
o clientName: the identifier of the client issuing the request
o0 graph: the descriptor of a service graph, which includes the nodes in which the slice is
deployed (e.g. A and B), the logical lbgtween the nodes implementing the slice topology
and the slice constraints, mapped to the DLOs descréiede
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For the

The PCE answers with a Slicelnfo object that includes, among other parameters, the path computed
for the requested slice.

Rely on an internallpnner integrated within the NSC: responsible for computing the most energy
efficient path.

purposes of the isolated evaluation of this use case, the internal planner embedded in the NSC has

been chosen for evaluation. Therefore, the descriptiamfithis point corresponds to the use of this internal
planner.

This way, the energy planner retrieves the energy metrics from the nodes in the topology by requesting
TeraflowSDN to obtain these metrics from all nodes. These are:

1

T
T
1

Power consumed by each nodeidle state, measured in Wattsi{§

Power consumed by components in nodes (e.g. transceivers, boards), measured in Walis{®

Energy efficiency of each node, measured in Watts per bit per second [e€]

Usage of renewable energy, measured aata. This data is specific to the plant where the node is
located [ure]

Carbon emissions, measured in grams of CO2 per kWh. This data is specific to the plant where the
node is located [ce]

These values are obtained from the TFS Analytics component, wiicksses the instantaneous energy
metrics obtained from nodes in the TFS Energy Collector componenti@a®2-8 for TFS component
architecture. Traffic through the nodes is assumed to be 100 gbps and theuree@nt time window is
assumed to be one hour long.

2 N
NBI & WebUI L3VPN L2VPN TE Sl
°_<E§ TeraFlow IETE Slice TES API
by ETSI Service Analytics Inventory PCEP
Service mesh
Data bus
Context t
[ Telemetry
NetConf gNMI
EL1 OpenConfig OpenConfig LIEN L2EN acL TEpolicies

Figure2-8: TFS Components Architecture
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The YANG model defining the energy metrics collected from nodes is depicted below:

D2.3¢ The 6Green Enabling Technologies

module: statiedeviceenergytid +-- leaf name string

+-- container device +-- leaf type string
decimal64 (W)
decimal64 (W)

decimal64 (W)

+--leaf name string +-- leaf capacity
decimal64 (W)
decimal64 (Gbps)
decimal64 (W)
decimal64 (W/fps)
decimal64 (W)

decimal64 (gCO2/kW

+-- leaf typicaipower +-- leaf typicaipower

+-- leaf maximumtraffic +-- leaf nominalpower
+-- leaf maxpower +-- list components
+-- leaf efficiency +-- key "name”
+-- leaf nominaipower +--leaf name string
+--leaf type string

decimal64 (W)

+--|eaf carboremissions

+- |eaf renewableenergyusage decimal64 (rate) +-leaf capacity

+-- list powersupply
+--key "name"
+--leaf name string
+--leaf type string
decimal64 (W)
decimal64 (W)
decimal64 (W)

+-- leaf cgacity

+-- leaf typicaipower

+-- leaf nominalpower
+-- list boards

+--key "name"

+-- leaf typicalpower decimal64 (W)

+-- leaf nominalpower  decimal64 (W)
+-- list transceivers
+--key "name”
+-- leaf name string
+-- leaf type string
decimal64 (W)
decimal64 (W)

decimal64 (W)

+-- leaf capacity
+-- leaf typicaipower

+-- leaf nominalpower

Taking into account theopology in the wide area networlE{gure2-9), the energy planner builds a weighted
graph of the topologyTablel). The weight of each node is named@®en IndeXGl], measured in grams

2F /hns FLyR AlG RSTAYSa K2s GDNBSYE Aa SFOK y2RS A
applying a Dijstra Algorithif6]® ¢ KS F2 NN dz + GKI G GKS LI I yySKd dzaSa
below:
e L) bl Al e ”n ”n, 1/ d‘"'Qd lQ 14 A} 1} T €
7k O 0 QQOI ®QQQR— p 61 QOQ
D TUTLTT
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where Pidle, Pcomponents and ee*traffic is calculated based on the studiés in

G
i
E F
""’;\ “‘3
. & & &3,
Cc
Figure2-9: Wide Area Network Topology
A B C D E F G
Gl 145 450 282 380 355 242 226

Tablel: WeightedAdjacencyMatrix.

Subsequently, the green optimal path is computed as follows:

~ Ve 4 N

U | E I 00

beingv a node of the set
| =hlhrhrhem by
with the following restrictions taking into account the slice requirements

Q®» OO0

oM Oh6T @ TYYO

Od 060
Qw 06

After the request is sent to the planner, it responds with the following path between A alfid) i ¢2-10).
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"1 18008, 'CE': 650

Figure2-10: Optimal Path calculated by the planner

Ultimately, the NSC generates a L2VPN TeraflowSDN service template between the specified endpoints over
the optimal path defined by the energy planner and loads it into TeraflowSDN. If we access TeraflowSDN,
the service is deployed, as shownHigure2-11, with the constraints defined in the request. Furthermore,

the specific configurations and the path for traffic is depicteBigure2-12.

 for Smart Networks and Services

TeraFlow lome Device Lir Slice BGPLS Load Generator Grafana

Selected Context{admin)/Topclogy(admin)

Service 12-acl-svc-17504186965916050 (4ec59e07-f0fc-5460-a5fe-
67e33701d4ce)

[ Back to service list [x] Delete service

Context: 43813baf-195e-5da6-af20-b3d0922e71a7

Endpoint UUID Name Device  Endpoint Type

UUID: 4ec59e07-0fc-5460-a5f=-67233701d4ce

Name: 12-acl-svc-17504186965916050 a3daeed6-eb88-5280-80c8-a39¢38166317 0/0/0-GigabitEthernet0/0/0/0 Ag copper
Type: LZNM

Status: ACTIVE da3004dc-a569-5(7f-9a73-90832c034c2d 0/0/0-GigabitEthernet0/0/0/0 E copper
Constraints:

Kind Key/Type Value

Custom energy_consumptionfJoules] 18000

Custom energy._efficiency[W/bps] 5

Custom carbon_emission[gCO2eq] 650

Custom renewable_energy_usage(rate] 05

Figure2-11. TFS L2 service created

Configurations:

Key Value

Jsettings o mtu: 1450

/device[1.1.1.1)/endpoint{0/0/0-GigabitEthernet0/0/0/0]/settings * circuit_id: 300

* ni_name: ELAN300

* remote_router: 2.2.2.2
* sub_interface index: 0
» vilan_id: 200

/device[2.2.2.2)/endpaint]0/0/0-GigabitEthernet0/0/0/0)/settings * circuit_id: 300

= ni_name: ELAN300

* remote_router: 1.1.1.1
* sub_interface index: 0
« vian_id: 300

Sub-

Connection Id Service Path
69b1c0f0-90ab-4158-9be7- Ao f0/0/0- C o/ 0/0/0- C@/0/0/1- B @ /0/0/0-
a0Bed4dfaBld GigabitEthernet0/0/0/0 GigabitEthernet0/0/0/0 GigabitEthernet0/0/0/1 GigabitEthernet0/0/0/0

Figure2-12: Configurations and path for service
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3 Cloud NativeOrchestrationand Automated Network Infrastructure
Management

3.1 DeploymentAspects

Cbud Native Orchestration and Automated Network Infrastructure Management for Green Efficiency in 6G

In 6Geen, Cloudnative technologies are essential for the efficient operation and optimization of our
complex 5/6G systems, enabling ettdend (E2E) managnent and automation services.i$ known that 6G
networks aim to enhance wireless network capabilities, delivering higher data rates, lower latency, and
massive connectivity for diverse applications and services. This involves seamless managemerdr&f netw
resources from end devices to core networks, utilizing advanced automation and Al techniques to optimize
performance and efficiency.

The AI/ML is leveraged for predictive analytics, network slicing management, arishrealecisionmaking,
enhancing atomation capabilities. Cloudative capabilities, enabled through ServiBased Architecture
(SBA), improve modularity and flexibility in network functions and services, based on the following factors:

9 Microservices Architecture Facilitates independent evelopment, deployment, and scaling of
applications, enhancing agility and resilience.

1 Containerization Encapsulates services within containers, ensuring consistency across
environments and simplifying deployment and scaling.

1 Orchestration (Kubernetes)Manages the lifecycle of containers, automating deployment, scaling,
and management of containerized applications.

1 DevOps Practicesintegrates development and operations teams to improve collaboration and
accelerate service delivery.

9 Continuous IntegrationContinuous Deployment (Cl/CDAutomates the software delivery process,
enabling frequent and reliable updates.

1 Service Mesh Manages servieth-service communication, providing load balancing, service
discovery, and secure connectivity

In6Geen, we delver Cloud Native with Green Efficiency supported by Cloud Infrastructure, the Automation
functions across RAN, Core, and Transport systems, streamlining processes and enhancing performance (6G
RAN, 6G Core, and @&BDGE)The Dynamic optimization of the seurce utilizationis also implemented

ensuring consistent performance and energy efficiency, addressing key metrics such as Quality of Service
(Qo0S). The general approach is to integrate NF Sets to ensure 6G -Bawdck Interfaces (SBIs)
interoperabilty and flexibility, enabling tailored solutions that meet specific needs and adapt to evolving
technologies and demands. This delivers transformative, flexible consumption of Network Services, providing

a scalable, flexible, and cestfective way to managnetwork infrastructure.

The principles rely on virtualized network functions (VNFs) that abstract traditional networking functionalities
into softwarebased components, with Microservices architecture for modularity, scalability, and agility. The
cloud rative invokes the containerization and orchestration, which automate the lifecycle management of
networking containers, ensuring scalability, resilience, and efficient resource utilizatiorDrikem
mechanismsare enabled for programmable and automatedtwork management and provisioning. As
implementation of dynamicity and scalabilit9gGeen allows network resources to scale up or down in
response to changing demand, enabling efficient resource allocation, cost optimization, and improved
performance of network services. The entire ecosystem is based on monitoring and observability

101096925, 6Greeng HORIZONUSN&2022 270f 158



D2.3¢ The 6Green Enabling Technologies 6Gl‘een

mechanisms, the tools which provide visibility into network performance, health, supporting the AI/ML data
framework and further the prediction.

6Greenempowers the full 6G pential by integrating the sets of NFs and data analytics processes (NSDAF,
NWDAF) through interoperable and APIs. This demonstrates the envisioned 4@k architecture and
orchestration that is applied for optimized applications placement and exatuti 6G environments,
automated cloud/edgecomputing scaling of applications, dynamic creation and maintenance of optimized
services, and automated network infra control of facilities through Infrastructure as Code. 6Green drives
energy efficiency, agilit and innovation in operations.

Cloud Native Orchestration and Automated Network Infrastructure Management for Green Efficiency in
6G example: NSDAF Use Case.

TheNSDAF (Network Slice Data Analytics Function) mddiddeerdeveloped within the 6GreeRroject,

focusing on energy consumption prediction for network slices. The NSDAF aims to infer KPls, estimate energy
consumption (and carbon footprint) of network slices, including eclged resources hosting vertical
applications, and analyze infrastructudata and network slice metrics.

Data Flow and Architecture:
The NSDAF collects data from various sources:

1 Redis DB/Channels: Receives power measurement data for containers and machines, identified by a
unique slice_id.
Prometheus: Collects infrastructudata (CPU/RAM usage).

1
1 NWDAF/MDAF: Receives KPIs.

Figure3-1: NSDAF Interactions with other functions

The collected data is processed and stored in Redis, and a Flask web service exposes RESTrigRitsgfor re
historical data and future predictions. AI/ML algorithms, specifically ARIMA, are used to forecast energy
consumption.
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monitoring DB models DB
E)romemeus oollecio:J [ collector ] @
A api

collector T
AP| expo
Network Slice Data -
processing
5G/6G CN connector exporter 10
DB

Figure3-2: NSDAF data processing

Specifically, the NSDAF utilizes the ARIModel for time series energy forecasting, ARIMA models are
temporal dependencies in the data, and the model components are:

1 AR (p): Models the relationship with past observations.
1 1 (d): Applies differencing to make the data stationary.
1 MA (q): Models tk relationship with past forecast errors.

The ARIMA parameters (p, d, g) can be automatically tuned or set statically.

As described ifrigure3-3, the NSDAF data flows is based on:

Labeled slice

Labeled

-« NSDAF

Redis ChannelDB

APIs

ENIF/VAO 2

Figure3-3: NSDAF data flows

1 NSDAF collect energy consumption data, aggregates it daily and leverages a prediction model to
forecast future consumption

1 Flask web service with two main endpointene for retrieving current historical data and one for
obtaining future predictions

9 Different ML modelsadd flexibility to ensure the model can adapt to the generated data
characteristics
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ENIF/ VAO and other systems to easily obtain both historical insights and future predictions through
simple REST API sall

NSDAF lead to additional analysesrbon footprint estimatiorr applying conversion factors to the
energy data.

This makes the tool highly valuable for energy monitoring, forecasting, and environmental impact
assessments

Both actual and predicted emgy consumption power measuremengse provided hrough APlsdata is
processed to calculate the daily average energy consumption per slice_id. The Data is returned as a list of
tuples: date string energy value, in float List of available slice_ids sheuletrieved. ML algorithms build
forecasts for consumption of components in network slice / level of load or resource usage on specific server
and power consumption related to it.

Energy Consumption with 7-Day Predictions

i

100 —e— Actual Energy Consumption
—o— Predicted Next 7 Days

10 15 20 25 30

T T

0 5

-
ol
o

Energy Consumption (watts)
8

35
Day

Figure3-4: Actual and pedicted energy consumption by NSDAF

As described previously, in relation wiit¥een (SBIs and APIs) and NFs interworking, the NSDAF delivers
the following outputs:

T

il
il

GET /slice_ids Endpoint: returns a list with all slice ids available in order to retugyemetrics per

slice ids

POST /current_power_mircowatts Endpoint responds to POST requests by returning historical
energy consumption data

POST /predicted_power_microwatts Endpoint forecasting future energy consumption

POST /cpu_usage Endpoint extract@fU usage information (similar RAM/Disk/Net)

An example of cloud native Orchestration and Automated Network Infrastructure Management for Green
Efficiency, APIs implementation of NF laggbrovided irFigure3-5.
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GET Islice_ids POST /current_power_mircowatts POST /predicted_power_microwatts

cutpul:: II'IPUL' II'IPLIC
{ { {

"slice_id": String, "slice_id": String,
“nr_of days": Integer “nr_of days": Integer

} }

{ output:
"data™ [(date_string, value_float) .....],
"timestamp™: String, "data”™ [(date_string, value float), ....].
"error": Boolean, "timestamp": String,
“error_details"; None/String “error”: Boolean,
} “error_details"; None/String

"slice_ids": [slice_id_1_string, slice_id_2 string. etc].
"error": Boolean,
"error_details": None/String

Figure3-5: NSDAF APIs

The 6G networks bring the promise of network enhanced performance, with an increased focus on
sustainability and energy efficiency. The optimizing energy consumption is possible withimnatoud
environments, in this particular case for metktinant deployments. The tenant evaluation explores in this
case the integration of tenants within a clouetive architecture. At this stage, the tenant integration is
focusing on the achievements resultsétwork Function Set 1 (NF SET 1) and the evaluation of energy
related Service Level Indicators (SLIs) and Key Performance Indicators (KPIs).

The energy analytics is treated as a folstss, within the muliienant context concern, as tenants are isolhte

at runtime (via Kubernetes namespaces/pods) and the relevant resource (containers, VMs, servers) are
labelled with a tenant identifier (slice_id). This labeling lets NSDAF correlate infrastructure metrics (CPU,
RAM, disk, network) with power data on argienant basis, enabling accurate attribution of energy use and
impact. It defines and reports tenaspecific energy KPIs (consumption per unit, reduction, efficiency) and
supports tenardlevel reports and dashboards. With respézthis, forecasts areneduced for each tenant
(rather than only at slice/system level), and daily aggregation is aligned to tenant identifiers so that both
historical and predicted series reflect tenant behavior. The same REST interfaces desSdign3.1 are
reused, butthe semantics are explicitly per tenant (e.g., /slice_ids enumerate active tenant IDs). An
additional topic is the closedoop, tenantaware orchestration, as the NSDAF integrates with ENIF and the
Virtualized Automation Orchestrator (VAQO), so energylmisican trigger tenant actions (for example, pre
emptive scaling or resourceghtsizing with policy control at tenant granularity. In a larger context, the
operators can set energgware policies per tenant (e.g., caps, throttles, or prioritization)stgpport
sustainability targets without imposing uniform rules across all workloads.

3.2 Service MesTechnologies

With the rising popularity of cloudative applications, service mesh architectures have emerged to enable
advanced functionalities within PaaS vémenments. Service meshes rely on sidecars, that are

G O02YLI yeAy3é O2ylGFAYSNRBRI AY LI NUGAOdz I NJ GKS& ¢t
their respective sidecars. In a nutshell, their main features)acennectivity, includingesvice discovenyij)
monitoring, through tools such as Prometheus, and iii) security, withaadpolicies to manage accesses.

LY GKS O2yGSEG 2F c¢cDNBSy:r (KS &SNWAOS YSaK LI NI
innovations on Kubernetes cligss, with special focus on Edge Agility in this phase of the project. Edge Agility

is meant to provide smart, fast, and automated horizontal scalability to vertical application and related slices
across the 5/6G edgeloud continuum, for example in reaeti to a handover event or to move the workload

where more convenient (e.g., to consolidate vApps and slices or to exploit the presence of renewable
sources). In this respect, the first step of interestisth®dof t SR aa Ol £ S (2 fthépudé = (K
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for a certain norused service for zeroing jtand to quickly resume the operating capacity when needed.
One of the most intuitive ideas is that we can try to pause what is not used, like wéwmrn off the light
we don't need it.

The main isues to be investigated are the following:

1 What happens when some traffic arrives at a service that has been scaled to zero?
1 How much time is needed to resume the service? (Scale to zero)

A partial solution to both problems could be the traffic steeringatmther support cluster/zone where the
service is online, but this requires having a multi cluster environment. In this case we would have all the time
we need for the service to be resumed, but a compromise on the QoS may have to be made (more latency
for the original zone, and more load on the support zone). When the service in the original zone comes up
again, we can steer the traffic back where it shouldAgbigger problem arises when dealing with continuous
connections, is it possible to change thestination of the traffic without a service drop? It could be possible,

but this case has to be managed by the application/service.

Another interesting question is when do we need to restore the service? For the sake of simplicity, let's limit
ourselves o the HTTP case. If a request arrives at the service, is it a sufficient reason to restart the service?
For essentials services we could think of delegating the answer to a support cluster (see traffic steering) while,
for not essential services, it maymknd on the service provider policy. In any case, the operation of turning
on/off the service multiple time could lead to power consumptions that are higher than the case where the
service is always online. This is why, in some cases, we could thinkraeptmd to a request.

To manage scale to zero operations in this context, the Kubernetes scaling mechanism is not enough since
domainspecific knowledge may be required. To solve this problem, additional tools called Operators can be
installed on the clugr. Operators are software extensions to Kubernetes that manage applications and their
components using custom resources that allow to define applicatjmactific controllers for complex
applications. Controllers are the Kubernetes components that mattageesources lifecycle to bring the
cluster state closer to the desired one.

In the context of 6Green, the operators that we are considering are Knative and KE&i¥e provides a
common toolkit and API framework for serverless workloads, to supp@tddployment, running, and
management of serverless, cloudtive applications to Kubernetes, but it does not allow to be integrated

on an already running cluster. KEsAa Kubernetebased Event Driven Autoscalelt allows the scaling of

any containeiin Kubernetes based on various metrics like the number of events needing to be processed. It
is lightweight and can work with standard K8s components such as Horizontal Pod Autoscaler and can extend
functionality without overwriting or duplication. Whilg natively offers the needed scaling feature, it can
only operate on a pecluster basis, which would prevent us from scaling in the continlWiren a scale to

zero operation is performed on essential services, the traffic needs to be redirected toiagunstance of

the service in another cluster to prevent service interruption. For this purpose, a service mesh should be
installed on the clusteidn 6Green, w decided to rely on Istio as a service mesh, that is described in the next
subsection, followd bya set of evaluation results.

Alongside the traditional Kubernetes networking we have decided to use Istio. This enables us to extend
Kubernetes establishing a programmable, applicat@rare networking using the Istio provided Envoy

1 https://www.redhat.com/en/topics/microservices/whats-knative
2 https://kubernetes.io/docs/tasks/rurapplication/horizontdpod-autoscale/#supporfor-custommetrics
3 https://dev.to/saronyl1/hpavskedain-kubernetesthe-autoscalineguideto-knowwhen-andwhereto-usethem-m96
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service proxy. Beynd this, it allows us to use Monitoring data generated by the sidecars (Envoy proxy) to
energy efficiency scopes (as explained later in the document).

We documented how Istio is working to understand when it is possible to install it, in particulpossible
to perform a Day2 installation on a cluster with services that are already running on it.

First of all, the installation is performed using the dedicated Istioctl CLI tool or through the Helm chart. After
this task, the injection of the sidecarust be enabled for every namespace that is needed. Now, if the cluster

is brand new, we do not need to worry about anything, Istio will be working on deployed services. Otherwise,

if some services are already running on the cluster, we will need to cllaesge resources. To understand why,

Istio uses Admission Controllers to intercept APIs calls and in this process, it injects sidecars into running Pods:

9 Prior to persistence of Resources
9 After the API request has been authenticated and authorized

Scaleto-zero has been implemented by means oURF prototype, based on thBerkeley Extensible
Software Switcl{BESS: when the UPF receives a packet directed towards the application deployed on the
GaOoEl SRR ¢ LI2RI Al aSyRa I sfalelbdciSupgdand,iin2the in&abtimé,Jg storeb & 1 A
the incoming to give it time to get back up without packet loss&i$hough the mechanism itseif
straightforward, on the other hand the operation can introduce additionaistonptiors if the scaling
operation happens too often. The following results allow for an evaluaticsuoh consumptioffor a better
understanding of how to best apply the mechanism.

3.2.1 Overhead of Container Scaling Operations

Studies have been done to see the advantages in scaling passdovhen needed by observing the CPU
power consumption. These data are relevant in understanding when it is applicable to horizontally scale
vertical application and related slices across the eclged continuum. In particular, several measurements

and results that have been performed on the CPU power consumption ascribable to the pod deployed on the
Kubernetes Cluster when it scales from zero to one and vice versa with different tisings y 4 St G wdzy y
| SN IS t206SML[AYAGE oOow!t[ 0OV

4 https://span.cs.berkeley.edu/bess.html
5ntel RAPhttps://www.intel.com/content/www/us/en/developer/articles/technical/softwaresecurity
guidance/advisonguidance/runningaveragepower-limit-energyreporting.html

101096925, 6Greeng HORIZONUSN&2022 330f 158


https://span.cs.berkeley.edu/bess.html
https://www.intel.com/content/www/us/en/developer/articles/technical/software-security-guidance/advisory-guidance/running-average-power-limit-energy-reporting.html
https://www.intel.com/content/www/us/en/developer/articles/technical/software-security-guidance/advisory-guidance/running-average-power-limit-energy-reporting.html

D2.3¢ The 6Green Enabling Technologies

I~
66!‘ een

3.2.1.1 Setup

To simulate a serveg NUC PC has been used. This PC was developed by Intel, and it can be used in both

Client Server
l::: ] CN) Sempk'[; .
— Ackpkt: — «----
vos Scale up: N
to \ Scale down:
4 ____________________________________
o — PodActive
.
[ ]
ti Scale down
\ . PodnotActive
.
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Figure3-6: Traffic generation and scaling the pod.
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Figure3-7: Setup used for the tests.

gaming and commercial fields. The mounted processor is an Intel(R) Core @MPHQ CPU @ 2.60GHz.
On top of it, a Kubernetes cluster has been set up on bare metal angthgle node running both as master

and worker, as this configuration better suits the NUC architecture. The operating system installed on it is
Ubuntu 24.04.1 LTS.
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On the other side, to simulate the client, a virtual machine has been instanced using@pk, which is an
open sourceset of software components that is used for cloud laaS, facilitating the control large pools of
networking, the computation and storage of resources and allows to set up the test environment.

In order to assess the CPU pawconsumption ascribable to the scaling pod, a Python application called
Power Collectdr has been used in the NUC. This application reads the RAPL power counter contained in the
Linux kernel throughout the duration of a test every 1,55 seconds, andséness them. The pod is deployed

on the NUC using a Rust applicafi@nd requires a NodePort, a Kubernetes service that exposes the
application onto an external IP address to allow the cluster to communicate with the external world.

On the client side, aelfdeveloped Rust application called Packet Genefdtwat generates continuous

traffic to be sent to the pod deployed on the server by opening a TCP/UDP socket. This application sends a
packet atd0 to the pod deployed on the server. If the pod isiest it elaborates the packet receive while

doing some background work and sends an acknowledgement to the client. This goes on until,cat@me
Ga0tbt SN2¢ aArdyltf Aa NBI[dzSadSR o0& GKS Of A Sogiiedt. ¢ KS 2
All packets sent by the client from here are not elaborated by the server, so they reach a timeout and are
then dropped. This mechanism works as a sort of ping, which is used to monitor if the pod is active or not.
This goes on until at timé AXscaleto-onet signal is sent by the client. The server reactivates the pod by
deploying a new Kubernetes deployment. These operations go on until the end of the test time. This
mechanism can be seenkigure3-6.

The Packet Generator application allows the selection of cores to be used in the server during the test, the
kind of background operations it does whether a packet is received or not, and the percentage amount of
background work. It also allows to chodsew the packets are handled by the server, such as the packet
elaboration time and the packet elaboration work type, as well as the maximum response time a sent packet
and whether the traffic is TCP/UDP. Furthermore, it permits to set the test duratiorwvaen a pod should

be scaled to zero or to one.

The setup adopted for the test is showrHigure3-7. The Virtual Machine is exposed to the internal network

by OpenStack by assigning a floating IP to the instafice IP address assigned to the virtual instance is
192.168.254.166. As for the NUC, the IP assigned to it is 192.168.17.149. As for the Packet Generator, the
type of operation used by the background work and the packet elaboration type is the calcwhpame
numbers. The number of cores used are 8, which is the total amount of cores the NUC has. The elaboration
time of a packet is 1500ms and the max response time of a sent package is 1550ms.

The packets are sent every 1.5 seconds, and test havedmretucted by scaling the pod every 15 seconds,

3 minutes, 5 minutes and 12 minutes, and they are compared to when the pod is active with traffic received,
the pod is active while in idle and the pod active with traffic dropped. Each test runs for onarmbarfew
minutes and is repeated for each event.

3.2.1.2 RsultsBvaluation

As mentioned before, results will focus on power consumptkigure3-8 to Figure3-14 show the power
consumption of the server that has been retrieved by the RAPL power cotiigere3-8 shows the power
consumption of the pod that stays active and in idle state, without any traffic being recéiigrae3-9 to
Figure3-12 show the power consumption when the pod scales with different frequenciesFande3-13

6 Openstackttps://www.openstack.org/

7 Power Collectohttps://github.com/nikyjanel5/Power Collector
8 Rusthttps://www.rust-lang.org/

9 Packet Generatolnttps://github.com/s2n-cnit/pktgen
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shows the pod alwag/active and receiving traffic, whikigure3-14 shows the active pod receiving traffic
and at certain point it does not receive it anymore.

Focusing on the plot§igure3-9 to Figure3-12, when the pods scales from zero to one there is a spike of
L2 6 SNE 6KAOK A& RdzS (2 GKS aglt(1Ay3a dzLld¥ 2F + ySg LI
height in all the plots. Thiis different from the case shownhiigure3-8 andFigure3-13; in these, the power
consumption is flatter. Deploying a new pod means allocating resources and consuraergyg & order for

it to do its task. After the spike, the power returns to regime until the next scaling request.

Moreover, when observingigure3-14> A G OFy ©6S &aSSy GKFG F G maffiY onYHrH
from the client, and the power consumption from that point forward is 8W, the same mean consumption as
Figure3-8. Comparing it wittFigure3-9to Figure3-12> Al OF'y 0SS 20 & S NSRS NBPKEF i =
operation is requested, the power consumption while the pod is down is 4W. This means that scaling pods
down halves the amount of power consumption with respect to legvihe pod up, independently of

whether traffic is transmitted or not.

Another thing worth mentioning is that, by comparing the plots, the power consumption seems to be less
when the pod is active all the time and not receiving traffic, and not when & gedled to zero. But when

the pod is active and receives a continuous stream of traffic, the power consumption doubles with respect

to scaling. This can be shown clearly in T2lg looking at the mean value in each case. The mean power
consumption of he active pod when it just exists is half with respect to scaling and a third of when the pod

is active and receiving traffic. Furthermore, the power consumption is the same independently of the total
amount of times the pods scales. Looking at the staddbviation, it is worth mentioning that it is much

fF NBHSN) 6KSy (GKS alOFfAy3a Aa KIFLWLSYyAy3d RdzS (2 &LAT1S

These results show a supposed advantage in scaling the pod to zero to decrease the overall power
consumption, but thisalso depends on the application deployed on the pod. If an application has more
overhead when starting up, this could cause a long burst of power consumption before going to regime
instead of a spike of power, which means higher consumption.

Table2: Mean and standard deviation of the power in watts when scaling with different frequencies

Mean Std
Pod active in idle 8 1.28
15 seconds scaling 14 9.79
3 minute scaling 13 9.79
5 minute scaling 14 10.94
12 minute scaling 14 9.82
Pod active with traffic 23 0.1
Pod active with traffic stopped 16 7.65
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Figure3-8: Power consumption when the pod does not receive any traffic.
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Figure3-9: Power Consumption when the pod scales every 15 seconds.
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Figure3-10: Power Consumption when the pod scales every 3 minutes
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Figure3-11: Power Consumption veim the pod scales every 5 minutes
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Figure3-12: Power Consumption when the pod scales every 12 minutes
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Figure3-13: Power Consumption when the pod is actinel receives traffic
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Figure3-14: Power consumption when the pod is active, and traffic is stopped.

3.3 Infrastructure as a Cod®dechanism®Based on the MetalCL

The MetalCL is devoted to the management andaferming of the VIMs, operating systems and baretal
resources available in a testbed. In the presence of this service, physical servers and hardware network
equipment, as well as their operating systems, can be dynamically managed on demand. Theuebncep
framework behind the MetalCL is grounded in the paradigm of Infrastructure as a Code (IaC). In essence, the
MetalCL serves as a versatile tool, enabling the composition of code to define, deploy, update, and destroy
infrastructure elements essentiabif the realization of diverse projects. One of the prominent facets of the
aSilrt/[Qa FLIWX AOIGAZ2Y &LISOGNHzY Aa -grébdinitdaivesfirthis G A 2 y
context, the MetalCL plays a pivotal role as an actuator, facilitdiaglynamic alteration of states within

the domain of baremetal equipment. Furthermore, the MetalCL serves as a dedicated service for managing
and terraforming baremetal resources, encompassing physical servers and hardware network equipment to
create haS and PaaS environments tailored to the specific requirements of 6G abpelybGd platforms.

This capability includes overseeing operating systems on servers, configurations in network equipment, and
installing complex distributed applications like Ogstack and Kubernetes.

The MetalCL operates as an advanced infrastructure management system designed to optimize a wide range
of hardware and software resources. Within its operational framework, the MetalCL is structured around
several key components, eafififilling distinct roles vital for cohesive resource management and allocation.

¢tKSaS LIAG20GFrt 0O02YLRySyia AyOftdzZRS RStAYSIFGSR Qw2yS
software resources with specific functionalities. These zones eagharacterized by unique levels of

programmability, defining not only a diverse spectrum of resources but also the level of accessibility and
programmability that can be performed on them: functionality within each zone spans from fundamental
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access to amprehensive management tasks, encompassing server selection, installation, and
reconfiguration of instances.

w2ySa gAGKAY aSiGlt/[ FNB GFOGFdAte AYLX SYSYGSR I ¢
pivotal in maintaining system modularity employing plugins, the MetalCL obviates the need for recurrent
service recompilation and prevents the inadvertent introduction of unwarranted dependencies, thereby ensuring

a coherent and adaptable system framework. The linkage between individual @pkioEKubernetes instances

and projects is exclusive, establishing clear delineation in resource allocation and management.

The MetalCL interfaces with three external components: the MAAS server the Ansible engine and the NetCL.

The Metatasa-Service (MaS)server,an opensource project developed by Canoni€atevolutionizes the
management of individual bammetal servers, bringing them in line with the administration of virtual
machines within a cloud environment. This service enables the discovemmissioning, deployment, and
dynamic reconfiguration of extensive fleets of physical servers. With requirements as minimal as-GkelPMI
systent! and support for network boot operations through PXE standf@#fVaaS catalogues and manages
these servers, offering functionalities akin to those in virtualized environments. Operating within MetalCL,
Maas utilizes its REST APIs to initiate dpagéal level changes, controlling power states and installing (on
demand andasa-Service) almost any operating system by properly configuring and administering the
network(s) (mainly at the IP layer, while layer 2 interconnectivity and additional functions like gateways and
firewalls are provided by the NetCL service). MaaS egasomplete set of REST APIs, which are consumed
by the MetalCL to trigger any changes at the bawetal level.

Some key advantages of MaaS encompass automated remote operating system deployment, centralized
monitoring, rapid provisioning, and tear dovafi baremetal server configurations. It proves beneficial for
environments necessitating frequent rearrangements of physical hardware, offeringldeuability to bare

metal setups. MaaS demonstrates its versatility across dynamicrhatal infrastructire scenarios by
treating physical servers as virtual resources. This approach infusesligeutexibility into bare metal
environments, efficiently handling deployment, modification, and reconfiguration of -bsal setups.
Integrating MaaS within M@lCL ensures adaptability and responsiveness to the evolving demands of
infrastructure, making it invaluable for applications requiring frequent changes in server topology.

The Ansible Engiféplays a pivotal role within the MetalCL by driving any softvirsstallation, application and

OS reconfigurations over the baneetal servers installed by MaaS. This engine is the one that provides the
MetalCL with the capability of installing software dependencies and installing and managing, if@ugzbro
fashion,complex distributed software like OpenStack or Kubernetes over one or more servers, overseeing
complex applications by assigning specific server roles, such as the number of controller or compute nodes. The
zerotouch deployment model facilitated by Ankbensures seamless and automated execution of tasks,
significantly enhancing the efficiency and reliability of seredated operations within the MetalCL framework.

The NetCL serves as a key element for automated discovery, employing the LLDP pootocoiver the
physical topology. This capability allows it to access the command line or REST interfaces of networking
devices, e.g., interconnection lay2r managed switches (with VLAN or OpenFlow support), routers
(optionally with the support of virtuabuting functions) and firewalls, to enable the configuration of overlay
networks. These networks not only facilitate the seamless hosting of complex platforms like OpenStack and
Kubernetes but also actively manage interconnectivity among servers.

10 https://maas.io/
11 hitps://www.intel.it/content/wwwi/it/it/products/docs/servers/ipmi/ipmi -secondgeninterfacespeev2-revi-1.html

12 https://www.ansible.com/
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Additionally, the NetCL assumes a pivotal role in network orchestration: it facilitates the automatic discovery
of the physical topology and takes charge of interconnecting {ayswitches, routers, and firewalls to
establish overlay networks. This functionaligycrucial in ensuring the efficiency of connectivity among
servers, thereby significantly enhancing the robustness and stability of the entire network infrastructure.

3.3.1 Power Management Capabilities

At the heart of the MetalCL's resource management capegsliie two fundamental pillars: the dynamic
adjustment of CPU frequencies and the nuanced manipulationStaées.

The importance of CPU frequencies lies in their direct effect on computational performance. Higher
frequencies generally mean faster contgtions, making this parameter essential for a range of tasks.
MetalCL's dynamic frequency adjustment allows users to tailor system performance based on their
application's needs, promoting efficiency and responsiveness. MetalCL's dynamic CPU frequency
management lets users balance the need for quick computations with the goal of minimizing energy use. This
adaptability is valuable when computational requirements vary. Users can adjust the system's performance
in reakltime, responding to changes in workloaudensity. MetalCL's flexibility in handling different workloads
provides a practical solution for optimizing performance and energy efficiency in dynamic computing
environments. In scenarios like cloud computing, where workloads can change unexpetiedilility to

adjust CPU frequencies dynamically is crucial for resource allocation areffeasiveness.

CStates, denoting CPU power states, encapsulate a spectrum of power consumption and performance levels
accessible to a CPU. MetalCL, empowerssugith the unique capability to finely manipulateStates. This granular
control enables dynamic adjustments to individual CPU power states, responding adeptly to tiohamging
demands of diverse workloads.

MetalCL's prowess extends beyond CPU frequejustment, as it seamlessly integrates the manipulatior of C
States. €States, ranging from CO to Cn, represent a hierarchy where CO signifies the-pégfaratance state, and
ascending numbers (C1, C2, etc.) denote progressively deeper levels efspeing states. This hierarchical
structure allows CPUs to transition intelligently between states, aligning power consumption with the immediate
processing requirements. The dynamic nature -&t&e manipulation in MetalCL introduces a new dimension to
power management, offering users a versatile tool to optimize energy efficiency and enhance hardware longevity.

The MetalCL has been recently extended with an API for retrieving information about the underlying hardware
configuration. This architecturefiormation encompasses critical details such as CPU model, number of cores
and threads, cache sizes, CPU vulnerabilities, and more. Understanding these aspects of the CPU architecture
aids in optimizing system performance, identifying potential vulnergaslitand making informed decisions
regarding hardware provisioning and managementFigure3-15, an illustrative example of the output is
provided, whileFigure3-16 depicts a sample akpresentation of the available governors for a server.

The API facilitates the retrieval of the real time status of governors for each CPU core. This feature allows users
to monitor and adjust the governor settings dynamically, ensuring efficient resatilcation. Figure3-17
illustrates a sample of the status of governors for individual CPU cores. Additionally, the API offers access to the
current frequency of each CPU core, enabling-tiea monitoring of processor perfornmae. This information

allows users to analyze CPU usage patterns and make informed decisions regarding workload distribution and
system optimization. An example showcasing the current frequency of CPU cores can bdspae3Al 8.

Two other relevant features are the monitoring of the available and currestiates for each CPU core,
shown inFigure3-19 and Figure3-20, respectiely. The former, along with detailed information about each
state's characteristics and capabilities, facilitates fymained power management strategies., while the
latter provides insights into powesaving behaviours and system efficiency.
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Finally, uses can utilize the API to obtain the percentage of time each CPU core has spent in a specific state,
both for a specified interval or over the entire duration of system operation. This data allows for
comprehensive analysis of CPU usage patterns and poargsumption trendsFigue 3-21 presents an
example of the percentage distribution of CPU core states.

Response body

"Architecture”: "x86_64",

"CPU op-mode(s)”: "32-bit, 64-bit",

"Address sizes": "46 bits physical, 48 bits virtual”,

"Byte Order”: “"Little Endian”,

"CPU(s)": "64",

"on-line cPU(s) list": "@-63",

"Vendor ID": "GenuineIntel”,

"Model name”: "Intel(R) Xeon(R) CPU E5-461@ v2 @ 2.30GHz",

"cPU family": “"&",

"Model": "62",

"Thread(s) per core”: "2",

"Core(s) per socket": "8",

"socket(s)": "a",

"Stepping”: "4"

"CPU max MHz 27e0.0000",

"CPU min MHz": "1200.0000",

"BogoMIPS": "4588.48",

"Flags”: "fpu vme de pse tsc msr pae mce cx8 apic sep mtrr pge mca cmov pat pse36 clflush dts acpi mmx fx
sr sse sse2 ss ht tm pbe syscall nx pdpelgb rdtscp 1m constant_tsc arch_perfmon pebs bts rep_good nopl xtop
ology nonstop_tsc cpuid aperfmperf pni pclmulqdq dtes64 monitor ds_cpl vmx smx est tm2 ssse3 cx16 xtpr pdcm
pcid dca sse4_1 ssed_2 x2apic popent tsc_deadline_timer aes xsave avx fi16c rdrand lahf_lm cpuid_fault epb p
ti intel_ppin ssbd ibrs ibpb stibp tpr_shadow vnmi flexpriority ept vpid fsgsbase smep erms xsaveopt dtherm
ida arat pln pts md_clear flush_lid",

"Virtualization™: "VT-x",

"Lld cache™: "1 MiB (32 instances)”, E‘ Download

"L1i cache™: "1 MiB (32 instances)”

Figure3-15: Example output showcasing CPU architecturermédion retrieved through the API.

Response body

"availableGovernors™: [
"conservative”,
"ondemand”,
"userspace”,
"powersave”,
"performance”,
"schedutil”

E& Download

Figure3-16: Representation of the available governors for CPUs retrieved using the API.
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Response body

"performance”,
"powersave”,
"powersave”,
"powersave”,
"powersave”,

"powersave”,
"performance”,
"powersave”,
"powersave”,
"performance”,
"10": “"powersave" & Download

}

Figure3-17: Monitoring of the status of governors for each CPU core through the API.

Response body

cpu™: o,
"current_frequency mhz":

"cpu”: 1,
"current_frequency_mhz":

"cpu”: 2,
"current_frequency_mhz":

"cpu”: 3,
"current_frequency mhz":

cpu”: 2,
"current_frequency _mhz":

=cpu”: 5,
"current_frequency mhz":

E.  Download

Figure3-18: lllustration of the current frequency of each CPU core retrieved through the API.
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Response body
{

"cpue”: [
{
"state”: “statee”
"name”: “POLL",
"latency”: "e",
"disable™: "@"

"state™: "statel”
“"name”: “c1",
"latency”: "1",
"disable™: "1"

"state™: "state2"
“name": "C1E"
"latency™: "
"disable™: "1"

"state”: “state3”
"name”: "C3",
"latency”: "59",

"disable": "1
. Download

Figure3-19: Visualization of the available-<Tates for each CPU core retrieved through the API.

Response body

"cpuNumber”: “cpue”
"enabledstates”: [
"state@”

"cpuNumber™: “cpul®
"enabledstates™: [
"stateq”

"cpuNumber™: “cpu2”
"enabledstates™: [
"state@”

"cpuNumber”: “cpu3”

"enabledstates™: [
"statee”,
"statel”,
"state2”,
"state3”,
"stated4”

Figure3-20: Realtime monitoring of the status of-&ates for each CPU core through the API.
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Response body
{

"cpue”: [
{
"state”: “statee”
"name”: “POLL",
"latency”: "e",
"disable™: "@"

"state™: "statel”
“"name”: “c1",
"latency”: "1",
"disable™: "1"

"state™: "state2"
“name”: “C1lE",
"latency”: "1e",
"disable™: "1"

"state”: “state3”
"name”: "C3",
"latency”: "59",
"disable™: "1"

B Download

Figue 3-21: Example representation of the percentage distribution of CPU core states retrieved through the API.

The API also offers comprehensive capabilities for monitoring power consumption, leveragingstimeendethods

to ensure accuracy and reliability in data acquisition. The RAPL (Running Average Power Limit) method provides
insights into power consumption at the processor level, offering detailed information about energy usage patterns
and fluctuatiors, as illustrated ifigure3-22. Additionally, the API utilizes the IPMI (Intelligent Platform Management
Interface) protocol to access powezlated data from system hardware components, enhancing visibility intepow
consumption across various subsystems, as demonstrakégune3-23. Furthermore, sensdvased measurements

enable reatime monitoring of power usage at the hardware level, capturing-dgraéned details about esngy
consumption in different system components, as depictdeigure3-24.

By employing multiple data collection methods, the APl enhances the robustness and accuracy of power
consumption monitoring, facilitating cgorehensive analysis and optimization of energy usage. This multifaceted
approach enables users to gain deeper insights into power consumption dynamics, identify inefficiencies, and
implement targeted strategies to enhance energy efficiency and sustaipabitiomputing environments.
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RAPL Powers

RAPL Power Consumption

Rapl Domain Power Consumption
PhysicalGroup0 2276
PhysicalGroup1 21.90
PhysicalGroup2 2343
PhysicalGroup3 21.97

Total Consumption 9006

Figure3-22: Power consumption monitoring using the RAPL method.

IPMI Powers

IPMI Power Consumption

IPMI Domain Power Consumption Unit Status
Power Supply 1 105 Watts ok
Power Supply 2 90 Watts ok
Power Meter 190 Watts ok

Figure3-23: Power consumption monitoring utilizing the IPibtocol.

Sensor Powers

Sensor Power Consumption

Sensor Domain Power Consumption Unit Status

power1 189 w 300.00s

Total Sum 189.00

Figure3-24: Realtime monitoring of power usage through send@sed measurements.

Enhancing user experience, a GUI is provided to offer afrirsedly interface for comprehensive system
monitoring. Users can conveniently access a summary of the current governor assigned to each CPU core,
providing insights into power management strategies and workload distribution. Additionallyimealpdates

on the current frequency of CPU cores allow sstr track performance fluctuations and optimize system
resources effectively. Furthermore, the GUI provides visibility into the status of various avaistakesC
empowering users to firine powersaving configurations for enhanced energy efficiefayure3-25 offers a

visual representation of these monitoring capabilities, showcasing the intuitive interface provided by the GUI.
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CPU Governor Frequency C-State

0 schedutil Freq: 1654.73
1 schedutil Freq: 1263.23
2 performance Freq: 2315.85
3 schedutil Freq 1771.44
4 schedutil Freq: 1197.08
5 schedutil Freq: 1197.23
6 schedutil Freq: 1197.31
7 schedutil Freq: 2337.34
8 powersave Freq: 13325
g9 schedutil Freq: 2006.08
10 schedutil Freq 1389.35

Figure3-25: Visual represent#on of the provided GUI.

3.3.2 Results

The aim of this testing is to analyze the power consumption of a server under different configuratiens of ¢
states and governors. Specifically, we want to understand how altering these settings impacts power usage
both under normal CPU loads and under maximum CPU stress.

In the initial configuration, the Gtate is set to State0, and the governor is set to Performance. The system is
operating under normal load conditions. Upon changing the governor to Powersave, themnetiseable
decrease in power consumption from 371.24 W to 249.18 W, as depicteéiduine3-26. This demonstrates

the impact of governor settings on power usage when the system is not fully loaded.

Power consumption over the past 20 minutes at ten-second intervals.

380 380
Watts Watts

310
Watts

310
Watts

240
Watts

240
Watts

Figure3-26: Comparison of power consumption before and after changing the governor to Powersave with normal
system load.
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With the governor set to Powersave and increasing the system load to 100%, the power consurspton ri
to 263.45 W, as shown iRigure 3-27. This illustrates that even with a Powersave governor, power
consumption increases under full load conditions.

Power consumption over the past 20 minutes at ten-second intervals.

380 380
Watts Watts

310
Watts

310
Watts

240
Watts

240
Watts

Figure3-27: Power consumption with the Powersave governor under full system load, illustrating increased power
usage compared to the previous configuration.

After changing the governor back to Performance while maintaining the 100% system load, the power
consumptionfurther increases to 407.23 W, as seerfrigure3-28. This emphasizes the role of the governor
in influencing power consumption under varying workloads.

Power consumption over the past 20 minutes at ten-second intervals.

420 420

Watts :> Watts

330 330
Watts Watts
240 240
Watts Watts

Figure3-28: Power consumption spikes after reverting the governor back to Performance while maintaining full system
load.

When the Gstate is changed to All while the system is not under full load, the power consumption decreases
significantly to 177.43 W, as defid in Figure 3-29. Enabling all Gtates allows for better power
management when the system is idle.
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Power consumption over the past 20 minutes at ten-second intervals.

410 410
Watts Watts

290
Watts

290
Watts

170
Watts

170
Watts

Figure3-29: Significant decrease in power consumption withGatates enabled under normal system load conditions.

Even with all Gtates enabled, when the system load is increased to 100%, the power consumption rises
notably to 407.11 W, as shown kigure3-30. This highghts that while Gtates can help in reducing power
consumption during idle states, they may not have a significant impact when the system is under heavy load.

Power consumption over the past 20 minutes at ten-second intervals.
410 410
Watts Watts

290
Watts

290
Watts

170
Watts

170
Watts

Figure3-30: Power consumption increases abty under full system load even with alé@tes enabled.

With the governor set to Powersave and the system not fully loaded with-sttht€s enabled, the power
consumption is 172.13 W, as indicated Rigure 3-31. This likely demonstrates a lower power usage
compared to the Performance governor under similar conditions.
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Power consumption over the past 20 minutes at ten-second intervals.

410 410
Watts Watts

290
Watts

290
Watts

170 : — 170
Watts i ? Watts

Figure3-31: Lower power usage observed with the Powersave governor angtategs enabled mder normal load
conditions.

Under 100% system load with the governor set to Powersave and-stht€s enabled, the power
consumption is 261.25 W, as shownFigure3-32. This figure illustrates the power consutigm increase
compared to the previous figure due to the higher workload. But as the governor is set to Powersave, we see
that this increase is not as much as the time that the governor is set to Performance.

Power consumption over the past 20 minutes at ten-second intervals.

410 410
Watts Watts

290
Watts

290
Watts

170 — 170
Watts P Watts

Figure3-32: Increased power consumption under full system load with the Powersave governor astheisC
enabled compared to the previous configuration.

When the Gstate is changed to only State2 while the governor remains as Powersave, the power
consumption reaches to 193.72 W, as observeHBigure3-33. This highlights the influence of specifistate
configurations on power efficiency.
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Power consumption over the past 20 minutes at ten-second intervals.

410 410
Watts Watts
290 290
Watts Watts

170
Watts

170
Watts

-20min -15min -10min -3min present

Figure3-33: Powerconsumption with specific-€ate configuration (only State2) and Powersave governor under
normal load conditions.

By setting the governor to Ondemand whilestates are set to all and with the system load at 100%, the
power consumption increases to 406.98 as shown ifrigure3-34. This demonstrates that the Ondemand
governor can reach maximum power consumption levels when the workload is at 100%, similar to the
Performance governor configuration.

Power consumption over the past 20 minutes at ten-second intervals.
410 410
Watts Watts

290
Watts

290
Watts

170
Watts

present

170
Watts

Figure3-34: Power Consumption with Ondemand Governor and-8ta@s Enabled Under Full System Load.

3.4 ZeroOps and Continuous AutomatioBased on the NFV Convergence Layer
(NFVCL)

The NFVCL is a netwerkiented metaorchestrator, specifically designed for zeroOps and continuous

automation. It can create, deploy and manage the lifecycle of different network ecosystems by consistently

coordinating multiple artefacts at any programmability levels (from physical devicesotwlchtive
microservices).
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In detail, a network ecosystem like the oneHRigure3-35 is meant to be a complete functional network
environment, such as a 5G system, an overlay system for network cybersecurdiynmi@application service
mesh. For their nature, these environments are realized through heterogeneous Network Functiong (XNFs
i.e., Physical NF, Virtual NF and cloative Kubernetes NF), which are usually to be realized over highly
distributed infrastructures. More specifically, every network ecosystem can be thought of as a:graph

@~ h Qwhere the vertexes are composed of the sets of xXNFs inst@naed the sets of interconnection
networks , while the. represents the interconnectivity edges between xNFs and networks.

As defined in the ETSI NFV standard, xNFs are mabggbeé NFVO through erAt-end Network Service
Instances. Every Network Service can include one or more xNF instances, and it is meant to be deployed over
a single geographical facility, which may correspond to a computing facility and/or a physical(deyice
gNodeB, an @RAN Radio Unit, a P4 switch, etc.).

The graph of a network ecosystentepresented inFigure3-36,A & YSIyid (2 6S Fyyz2il i
that represent the placing/binding of the ecosystem endpoints over the physical infrastructure topology. An
anchor carbe associated to a network in the set, or to a PNF to be instantiated over a physical device.

Moreover,Figure3-35andFigure3-36 highlight the support for having défent levels of virtualization which

can be exploited by the NSs. Platform as a Service (PaaS) allows the deployment of KNFs, Infrastructure as a
Service (laaS) of VNFs and finally Metal as a Service (MaaS) allows to bypass virtualization and to deploy
sewvices directly on the Hardware (e.g., a Kubernetes {pae¢al cluster).

Network Ecosysteninstance

Network Servicénstance

n
& - Network Servicénstance

Network Servicénstance

m Network Servicénstance

Network Servicénstance

Figure3-35: A Network ecosystem instance composed of 5 Network Services made up of a variable number of xNFs.

Physical Infrastructure

Figure3-36: The graph of a network ecosystem with anchor points highlighting the link between the xNFs and the
physical infrastructure.
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3.4.1 The Network Ecosystem

The NFVCL has been built over a modular and flexible architectureahabe easily extended to support
new XNF and ecosystems. At the foundations of this architecture, the metamoBeue 3-37 has been
specifically designed to augment extensibility and flexibility and to dteer interaction patterns among the
different internal modules during LCM operations.

Still with reference tdrigue 3-37, every ecosystem instance is built through a Blueprint, which on its turn
falls into a Catgory. The Blueprint Category corresponds to the téylel network ecosystem function type,
like a 5G system, a network security tablain, etc. The Blueprint is meant to supporttzat operations for
specific implementations falling into that Categdfgr instance, the NFVCL currently provides 4 different 5G
system implementations, based on different opsource projects, namely Free5GC, Open5GS, OpenAir
Interface and SiTore.

The Blueprint Categoryallows to have a homogeneous noiiound interface agast the different
implementations available for an ecosystem, since it defines a single inputdattanodel (including the
possible ecosystem enrgbints) and the associated ecosystéewvel LCM methods. For example, the 5G
System Blueprint Category exgssoperations to add/remove/reconfigure RAN over specific geographical
areas, to create/modify/destroy network slices, etc., and it fixes the-goidts to be physical devices like
base stations or (RAN radio units, and networks to be used as 5G DNN.

A Blueprint provides the implementatiosspecific means to support the Category methods and to
translate the metadata model into sets of NSls and xNFs, interconnected and running with coherent (but
implementationspecific) configurations. To this end, Bluepsimtefines the template of the ecosystem
internal topology, as well as the specification of the internal procedures to be executed for every
supported Category method. These internal procedures are realized as saga pattern interactions among
specific NFVQhnodules.

A Blueprint contains a lot of data that can be categorized in:

9 Status: contains information on the status of resources (like the list of interfaces with the relative IPs)

1 Configurators: the list of configurators (status included) that are createtiused by the Blueprint
(Day0, Day2, DayN).

1 Topology: the information on the topology in which the Blueprint is deployed.

The code of a Blueprint class is the one managing how, and in which order, Resources are generated. The
Blueprint instance is ab managing Dag operations like adding, updating and deleting a node from the
blueprint instance. The new Blueprint system abstracts the conceprafider offering a uniform set of
functions to every type of Blueprint. These functions are offering tthms for the LCM of resources
composing the specific instance of that type of blueprint. Since a Blueprint can be composed of both VMs
and K&resources, the provider interaction is not limited to one, but we can interact with several providers.
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Figuee 3-37: Network ecosystem metamodel.

Thetopology templatedefines the: graph pattern including the templates of internal network and of NSls
that can be applied, and their possible relationship bindings. Everything that is contained in the Topology is
used by the NFVCL to manage the lifecycle of Blueprints. For exampie,axBlueprint is deploying VMs,

the VIM to be used is identified using the VIM data saved in the Topology.

Finally, thexNFs metadatanodel plays a key role in the NFVCL architecture. It defines not only the specific
physical/virtual/Kubernetes deploymennits to be used to materialize NS templates, but it also defines the
implementationspecific methods and callbacks that can be executed on an xNF, and the models of its
configuration. In other words, xNF templates represent a sort of glue betweerdN¥é&h LCM operations

to instantiate or remove artefacts from the ecosystem (e.g., creating a RAN NS in a new area), and
management operations affecting the configuration of running xNFs (e.g., add a new 5G subscriber, add a
new policy, etc.).

Each of these perations might include a variable number of different actions to add NSI instances (Day 0
and 1 actions), to change the configuration settings of xXNFs and to retrieve information from the deployed
XNFs (Day 2 actions), as well as to remove one or moreyspNSIs.

3.4.2 The NFVCL Architecture

The NFVCL internal architectufleigure3-38) encompasses the metmodels introduced in the previous
Section. A first module, namé&¢FVCL North Bound Interfaeéms at exposing®RJD REST APIs for ecosystem
LCM trough the methods defined in the Blueprint Category nmetalels that are available and onboarded

to the NFVCL. Among these methods, the ecosystem creation and deletion are mandatory (and correspond
to HTTP POST and DELE&&sayes).
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Figure3-38: The NFVCL internal architecture.

TheNFVCIT opologyoffers resources needed by the ecosystems through several list¥/IWhkisoffers the
possibility to deploy VMs to the NFVCLisTianctionality is used by Blueprints to deploy what is requested

by the user (e.g., a K8s cluster with 1 Controller and 2 Workers for a total of 3 VMs). We can have a list of
VIMs associated to an area, in this way, the user can select the area intiniBhueprint will be deployed.

In the case of multiple VIM for the same area, the first one is usedKBhd.istontains all the K8s clusters

that can be used by Blueprints to deploy Helm Charts. As for the VIM List, every K8s cluster is associated to
an area and the user can select the one to use. N&EListis used to keep track of the networks available in

the VIMs. Networks can be added manually, if already present, and can be also added and created by a
Blueprint, if needed. Th&letric Server Listontains Prometheus instances that can be used to configure
metrics exporters on Blueprint Resources. Finally, Eie/sical Device Lisbontains physical network
functions, for example HWased UPFs.

TheBlueprint Lifecycle Managetakes care of all theequests towards blueprints, from creation to Disly
operations. This component also allows for crbBgeprint interaction (even creation and deletion).
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The MongoDBdatabase stores all dynamic vital information for the operation of the NFVCL. The two
main ollections to be saved are the status for the topology and, for every instantiated blueprint, the
status and the topology template. The saved data of the blueprintasap include past actions, like
executed LCM primitives.

The Blueprint handles and serlzes incoming LCM initialization/change requests on the ecosystem. In
particular, it is in charge of binding any supported blueprint category method into a coordinated set of
multiple implementationspecific operation requests against resources in theotogy, the LCM of NFV
Network Service Instances (NSI), or configuration changes within one or multiple xNFs.

TheProvider Aggregatois a layer in charge of abstracting the virtualization and K8s providers in a single
interface accessible from the blueptio create and configure its resources. In more details, the
VirtualizatiodVM Provideris used to deploy the same blueprint type on different VIM types (currently
OpenStack and Proxmox) without the need to adjust the blueprint code, and thidd®sProvider
embodying the same role for Kubernetes.

3.4.3 Blueprint Deployment and Lifecycle Management

At the time of writing, the NFVCL supports three osenirce cores: Free5GC, OpenAirinterface (OAIl) and
SDCore. Moreover, different deployment options are availfdnehe UPF, namely, as a VM or a or a pod on

a K8s cluster. For the sake of brevity, in the following wean#llysethe creation process and the D&y
operations at a general level, highlighting, if necessary, any operations that are specific faia cere.
Moreover, excluding the SBA, which is strictly deployed as a pod on a K8s cluster, the other components can
be deployed as VMs or pods. The VM Provider and Helm Provider are the components created to manage
VM and pod operations in the NFVCL. Tdilowing description accounts for a case in which gNB and UPF
are deployed as VMs, but the flow charts reported in AnAegport the pod deployments well From the
procedure standpointthe steps are very similar; the implications for the performaace outlined in the
following section.

As mentioned above, the NFVCL can automatically thresereationof a core the additional calls performed

by the VM and Helm provideend related lifecycle operationéhereinafter referred to as D&, Dayl and
Day2, respectively)lt is worth pointing out again that the following description represents completely-zero
touch procedures thaproducefully working configurations. The workflows reported in Annex A also show
the number of generated code lines.

Thecore creationprocess orchestrates the deployment and configuration of essential 5G core components
using a combination of blueprints and infrastructure providers through the interaction of blueprint modules,
VM and Helm providers. Supported VM providers ®penStack and Proxmox. This automated workflow
ensures the seamless setup of such essential components, namely the SBA, the router and the UPF.

The operation begins with the GENERIC_CORE Blueprint, which initiates the creation sequence of the
GENERIC_BmBlueprint. In turn, the UPF Blueprint initiates the creation of the GENERIC_ROUTER Blueprint.
These nested calls are also important during the core deletion phase, because blueprints store a hierarchical
structure of their child blueprints, allowing ftine correct deletion of each deployed component.

The VM provider manages the creation and configuration of the router VM, after which the router blueprint
makes its details available via a callable function. Once the router is ready, the UPF bluepeetpriuc
provision its own VM. To enable data routing through the network, the UPF blueprint interacts with the
router blueprint to request the addition of routing information. The router is reconfigured accordingly, and
confirmation is sent once the newutes are in place. Upon successful creation and configuration of the UPF
and routing infrastructure, the UPF blueprint notifies the CORE blueprint, which then queries the UPF for its
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connection details. With this foundational network layer established GRERE blueprint proceeds to deploy
the core network components by instructing the Helm Provider to install the core Helm chart. This action
represents the deployment of the main 5G core services.

Finally, the CORE blueprint coordinates with GENERIC _GNHueprintto configure it. This involves the
VM Provider once again, which handles the underlying configuration of the GNB VM. When configuration is
complete, the GNB blueprint confirms readiness to the CORE blueprint.

This endio-end process results infally provisioned and configured 5G core network, complete with UPF,
router, gNB, and core services.

Toadd a DNNthe GENERIC_CORE updates its values according to the new DNN value, then send them to
the Helm Provider to update the pods accordingly.

TolRR I, the GENEBIC_CORE updates its values according to new slice value then sends them to the
Helm Provider to update the pods. Once the pods are successfully updated, the GENERIC _UPF Blueprint must
also be updated to align with the new configuratiddowever, before proceeding with the UPF update, a
routing validation must be performed to ensure that the network paths are correctly established and
consistent with the new slice configuration. Additional operations are required by some of the available
cores. Namely, for Free5Gc is necessary to restart the SMF after each UPF reboot. This is otherwise the
connection between the two components will not be stabilized. OpenAirinterface instead always requires a
UPF restart when core data is changed, whilses pods to restart, for the same reason as Free5Gc.

Theaddition of a new TAGS initiated by the GENERIC_CORE with the creation of a new UPF instance. Then,
the GENERIC_UPF creates a new router blueprint instance (router_5g). The GENERIC_ROUimaRtshen co
the VM Provider to create a new VM for the router. Once the VM is created, it is configured by the VM
Provider.

Next, the GENERIC_UPF asks the VM Provider to create and configure a VM for the UPF component. Once
this VM is ready, the GENERIC_UPE&pBiut requests the GENERIC_ROUTER to add routing rules to enable
data routing. The router instructs the VM Provider to configure these routes, and confirmation is returned
when the configuration is complete.

After the routing is set up, the GENERIC_UPHieswothe GENERIC_CORE that the UPF is ready. The
GENERIC_CORE then retrieves the updated UPF information and uses this data to create new configuration
values for the Helm Provider to update the core Helm chart. The Helm Provider applies the update and
confirms that the values have been successfully updated.

Once the core configuration is up to date, the GENERIC_CORE initiates the configuration of a new GNB by
coordinating with the GENERIC_GNB.

After configuration is completed, the GENERIC_CORE Bluepknowledges that the entire process,
including the addition of the new TAC, has been successfully completed.

Adding a UHs different depending on the Core you're considering. SDCore also includes subscriber data
among its values, so in its case, simmgiag the new data and launching a pod update will suffice. Free5GC
and OpenAirinterface, on the other hand, have the UDR that exposes the APIs needed to add a new
subscriber. The process fdeleting a UES the same.

Todelete a TACthe GENERIC _COREthaldelete function on the GENERIC _UPF associate at that area. The
GENERIC_UPF also calls the delete function on the GENERIC_ROUTER associate at that area. Th
VM_PROVIDER first deletes the GENERIC_ROUTER and then the GENERIC_UPF, after that GENERIC_C
updates his configuration and sends it to HELM_PROVIDER to update pods.
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This deletion operation follows the hierarchical structure of the blueprints, allowing for the correct deletion of each
deployed component. The "final_cleanup” function is callechaddst operation when deleting a core component
and is used to delete the resources instantiated on the provider on which that component was running.

Deleting a slicébegins with deleting it from the core values. It is then necessary to update the vl ties
UPF associated with that slice and the routing rules on router.

Deleting a DNNirst involves removing it from the GENERIC _CORE values followed by updating the pods. The
same procedures are applied for thddition and deletion of a UE.

The core dektion workflow is initiated by theGENERIC_CORE Blueptiidt sends a request to the
GENERIC_UPF Blueptintelete its blueprint. Th6&ENERIC _UPF Blueprintturn, triggers the deletion of

the GENERIC_ROUTER Bluep@inte the VM is destroyed, theuter blueprint performs final cleanup, and

the blueprint is removed. Next, teENERIC_UPF Blueppridceeds to request the VM Provider to destroy

its own UPF VM. The VM Provider confirms the VM destruction, after which the UPF blueprint performs its
final cleanup tasks and is marked as deleted. After the UPF has been removeENERIC_CORE Blueprint
coordinates with theHelm Providerto uninstall the core Helm chart. Finally, ttEENERIC_CORE Blueprint
performs its own final cleanup. At this point, Hie associated components have been properly removed,
and the entire network teardown process is complete.

Results

Several testing campaigns have baanto assess the performance of the NFVG&ciding how to carry out
such an assessment is a Aivial taskthe obvious would be to compare thiene required for deploying and
performing lifecycle operations on a 5@@nually and in the presence of the NFU&iwever,it is very hard
to comparean automatedand a manualoperation, aghe formeris somevhat determinisic while the latter
heavily depends on the skills/speed of the operalfdris is likely the main reason whyomparisorof the time
it takes to perform lifecycle operatian differentopen-sourcecores is not yet available in tistate ofthe art.
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Figure3-39. Execution time of lifecycle operations performed-oge5GC
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Figure3-40. Execution time of lifecycle operations performeddmenAirinterface
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Figure3-41. Execution time of lifecycle operations performed on SDCore.
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In order to proceed with the assessment and, at
the same time, contribute to the body of

©
o
o

792.8

e}
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o

725.7
687.4 °

Z 700 knowledge on upcoming 5G technologies, we
£ 600 decided to first provide a breakdown and a
é 500 comparison of the time needed to manage the
& o0 764 lifecycle of three welknown opensource
g zzz 208.7 2235 cores, namely Free5GC, OpenAirinterface (OAI)
100 and SDCore. Following, we provide a
0 breakdown of the number of code lines
KesmvM | oo on sbcore automatically generated by the NFVCL to

5G Core

configure the 5GS at runtime to highlight the
Figure3-42. Sum of the execution times categorized in t 0€nefits of automationFigure3-39-Figure3-41
above Figures. show the average time (over 10 tests) that it
takes to perform the lifecycle operations
described earlier in this section. DAyperations are represented with a dotted pattern, Blawith dagonal
stripes and Da¥ is solid. The first, most prominent feature is the higher time required by the cores that
deploy the UPF in a VM, which is experienced for all the cores: indeed, the creation of VMs takes longer than
spawning a pod on K8s. In orde minimize this overhead, the NFVCL allows to work on already available
execution environments and VM images, however the hypervisors are responsible for the additional
deployment time seen in these results.

It is also worth noting that OAI requires atldnal operations because its UPF contains information
related to the slice, which means it has to be rebooted upon changes to the slices and TACs. OAl is also
f Saa qadlofsSé GKIFIYy (GKS 2GKSNJ O2NBasx KSyOSordar2 YSG A
to avoid misconfigurations. Free5GC also requires additional operations as the SMF needs to be restarted
upon update of the UPF, but the resulting overhead is negligible and does not emerge from the results

in Figure3-39-Figure3-41.

In total, VM deploymentdake three times as longas shown irFigure3-42. Although OAI requires more

steps to perform the same lifecycle opéoms, the total time that it takes is just slightly higher with respect

to Free5GC and SDCore. On the other hand, while Free5GC and SDCore performs the exact same operations,
their execution times slightly vary: for example, the core creation and delédiom longer for Free5GC but

other Day2 operations (e.g., UE addition/deletion) take longer for SDCore because Free5GC offers specific
APIs for UE management while SDCore requires pod reboot upon configuration updates.

Further considerations can be dravay summing the execution times on a geay basis and showing the
minimum and maximum values along with the averages, reportédgare3-43 (UPF deployed in a pod) and
Figure3-44 (UPF deployed in a VM). For both VM and pod deploymentspggrations have the highest
deviation from the average, especially for Free5GC. While the three core releases have very similar values in
Figure3-43, when the UPF is deployed in a VM OAI takes less time than Free5GC and SDCore, because the
Docker setup is more complex and troensuming, and Free5GC has a less deterministi®Bagcution time.

Day1 operations have quite similar minimum, asge and maximum values for the three cores, and the
differences among them are almost the same when the UPF is deployed in a pod or in a VM. The same can
be said for Day operations, with OAI taking slightly longer with respect to the other ones eslyeicidhe

case of pod deployment.
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Figure3-43: Distribution of the execution times for the three 5GSs with the UPF deployed in a pod.
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Figure3-44: Distribution of the execution times for the three 5GSs with the UPF dejitogad\.
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Figure3-45: Number of code lines generated by the NFVCL for the automated configuration, deployment and
orchestration of the three tested cores.
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Finally, it is worth higlighting the most distinguishable feature of the NFVCL, namely automaiigare

3-45 reports the number of code lines that are created in a zenach fashion for the three cores. The
difference between a VM agpod deployment is around 500 lines for all cores, with Free5GC and SDCore
presenting similar values while the OAI deployment requires the generation of more than double code
lines, which is consistent with the higher number of required Dagperations. Atomation of
configurations is particularly useful during experimentation campaigns: along with the reduced times
achieved by onboarding readgr-use VMs, it allows experimenters to neglect the specificities of each
core, reducing the time it takes for cbguring the tests as well as the chance of errors. For instance, if we
consider the lifecycle of a UPF deployed in a VM, the NFVCL allows to skip the VM creation, installation of
the required, corespecific dependencies, Docker installation, image dowshlaad Docker compose
editing. Moreover, it enhances the reproducibility of the tests, as the same configuration can be passed
along and used with minor changes specific to their own execution environment (e.g., network names,
topologies, etc.)
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4 Network Sice Lifecycle andPower Management in Serverless
Environments

4.1 Stateful FaaS foEnergy Consumption Minimisation
4.1.1 MathematicalModelling andAnalysis

Serverless computing and the FaaS programming model are popular in thg¢Xadd they have attracted
significant interest also at the eddiel]. With FaaS an application is made of a sequence of stateless function
calls, which can be arranged in chains (i.e-;*¥12 --> X -->fN) or more complex structures, like DAZ].

However, realistic applications typically do need function execution to be associated with some state,
especially for edge applications, such as Al aaditime analyticd13].

9, o,
/ \
o) (4]

state
broker () storage

Y

——store (1)—»

Y

fetch (1) |

“and state

process

e —store state—

&
<

Figure4-1: Example of how to realize stateful processing with stateless FaaS.

A straightforward solution to this problem, which we csilateless FagSs to maintain the state on an
external storage system to be accessed on demand by the functions as part of their execution, as
explained, e.g., if14]. Such a deployment option is illustrated the example inFigure4-1, where
function f(.) requires input from two dependencies (1 and 2) and has two outputs (3 and 4). When the
function receives input 1, it is kept temporarily in the state storage. Ompait 2 is received, full
processing can occur combining the latter with the previous input 1 and the state, to produce the final
outputs 3 and 4, after updating the state on the storage.
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Figure4-2: Exampé of stateful FaasS.

In common serverless computing platforms, function invocation happens through an HTTP command issued
on a web server running in a container. Due to the lack of state, the same container can serve multiple
users/sessions seamlessly, ah@ orchestration platform can easily perform autoscaling of such runners,
i.e., decreasing or increasing the number of instances per function to match the instantaneous demand. An
alternative to this strategy is dedicating each user/session to a runhas, tealizing what we cadtateful

FaaS As illustrated in the example Figure4-2, with this model there is no need to fetch/update the state

or store temporary input from previous function calls. In principglee stateful FaaS model has two
inconveniences. First, the number of runners may be much higher than that with stateless FaaS, because the
former cannot exploit statistical multiplexing of multiple users/sessions like the latter. Second, if a runner is
migrated from one node to another for any reason, e.g., system resource optimization, its internal state must
be moved to the target host.

ephemeral
orchestrator fa() state f5()
storage
——stop f4—>
store—p
start fp
[ —fFetch——

task f does not operate properly during migration
(service degradation)

Figure4-3: Migration of a stateful FaaS runner from node A to node B
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We show an example Figure4-3, where the orchestrator migrates a runner for the function f(.) from node

A to node B. First, when stopping f(.) on node A the state is stored temporarily on an external sysigm, w

is then queried by the new instance of function f(.) on node B upon creation. With this solution, there would
be a period during which the task performed by f(.) is not available. More sophisticated protocols can be
devised[15], but, in any case, they would incur additional complexity or overhead, which is not needed with

stateless FaaS. The impact of state migration on energy consumption is captured by the mathematical model
defined and evaluated later.

application

fi1() > fa(')

4
&

stateless FaaS deployment

state storage

1 \\
nodeA .7’ i ™ node B
|4
f() fa() fs()
A A\ \\ A
2.3 4 5 6 7
1 8
/ Y
stateful FaaS deployment
node A node B
f() fa() fs()

k
3

\ A
4 56
local dataplane
\
2 7

8

system dataplane
1 12
/ 4

Figure4-4: Deployment of a threéunction chain (top) on two processing nodes through stateless FaaS (middle) and
stateful FaaS (bottom).

We now illustrate deployment with stateless vs. stateful FaaS wéthtip of the example iRigure4-4, with
a threefunction chain application running on two nodes A and B. In the example, we have one runner per
function: node A hosts functions f1 and f2, and node B hosts fumf®id/Nith stateless FaaS, an intermediate
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layer is needed to dispatch function invocations to one of the matching runners: this is represented by a
logical component called broker, borrowing the terminology fr¢d®], which isan early study on the
realization of distributed computing in pervasive systems. As can be seen, network traffic is generated at
each function call for state access, on the state storage, and for invoking the next runner through the broker.
On the other land, with stateful FaaS, we need logical componentaéshthe runners, which can be within

a node or at a system level. Network access for accessing the state is unnecessary because the state is
embedded within the runner. Furthermore, when a runner ikes another on the same node no network
access is needed, too.

We now define a mathematical model to estimate the energy consumed in a time horizon T for executing
the applications that enter/leave the system during that period. The model is intendeduedskto evaluate
high-level deployment strategies and rdime orchestration policies and, as such, it is not intended to
provide quantitatively accurate results, but rather qualitative guidelines to drive algorithm design and high
level resource provisiung.

app a ;

[\

Figure4-5: Application model. An apconsists of functions arranged in a graph. If functiortallsfunction,0 then an
edge exists, and its weigkt  is the amount of data exchanged. Each functidras a state of sizie .

We assume the workload is made of applicatigapps for short) that enter and leave the system dynamically
at given timesy andd’, for appé An appwconsists of some functions (or tasks) arranged in a directed
dependency grapfO wHO .Each verteX M « isa task that depends on its predecessors (incoming edges)
and produces output towards its successors (outgoing edges). The amount of data exchanged wben task
calls its successor taskisQ , in bits. Without loss of generality, to have a m@@mpact notation, we
assume that the invocation rate is common for all the tasks within@papd equal to_ . Task has an
internal state of sizé , in bits, and a processing request equal tg in fractions of CPU. An exampleaof
dependency graph is illustrated iRigure 4-5. In the following, we consider the system as dynamic,
characterized by a series of discrete events happening atdime 6 8 i , whereo is theend of the
period of interest and the other events correspond to an application entering or leaving the system. Between
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two consecutive events the power consumption remains stable (in a statistical sense) and we can
characterize its average value throutyho stepwise functions, which are constant from tindeuntil the
nexteventd :| O is number of edge nodes used at timeto serve the active applications, where each

node has a processing capadityin fractions of CPW; 0 is the average network traffic consumeg b
applicationcin the unit of time. We assume that the power consumption of an edge node is binary: if it is
used, i.e., it serves at least one stateless FaaS or hosts at least one stateful FaaS runner, then it consumes a
peak power; otherwise, if it isnused, it does not consume power at all.

Regardless of the deployment strategy, we can then define the total energy consumed in the system as follows:

N-1

E=)_ {PN - o(tr)

k=1

+Eg Y Balti)I(t) < te <t1)|(teyr — tr),
acA

where0 is the power consumption of an edge node &ndis the perbit network transfer enegy, and

"Of v mip is an indicator function equal to 1 if and only if the condition is true. We focus on energy
consumption assuming that there are no constraints on the availability of processing and network resources.
In other words, we assume that tlsystem can accommodate all the incoming requests, hence no admission
control is needed. The notation used in the paper is summarizédlhe3.

Table3: Notation used in the section. Thest two rows are used only with Stateful FaaS.

Parameter Description Unit
Gao(Va, Eo) | Task graph of app a. V,, is the set of tasks,
E, represents the invocation dependencies
Aa Invocation rate of app a s1
Tav Processing request of task v at app a CPU
Sav State size of task v at app a b
dauv Invocation data size from task u to v at app b
a
t Arrival time of app a s
t Leaving time of app a 8
A Set of all the applications in the period of
interest

Altr) Set of applications active at time tj,

a(ty) Number of edge nodes active at time #j,

Ba(tr) Traffic rate of app a at time £y b/s
Py Power consumption of a node w
Ep Per-bit network transfer energy uW/b/s

E Total energy consumed in the period of J
interest
C Processing capacity of a node CPU
tr Time instant of the k-th event s
A Defragmentation interval s
ZTav(tr) Mapping function indicating the index of the
node to which task v of app a is allocated
at time £y
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For stateless Faa®/e adopt a simple model that captures well its distinguishing features. Specifically, we
assume that the number of active nodes needed at time the minimum possible, i.e.:

a(tk) = (1_j Z Z Tav

a€A(t) vEV,

whered 0 is set of applications active at tinge. The inner summation is the total processing request ofcapp
which is then summed over all the applications and, finally, divided by the edge noaleitga. This implicitly
assumes that no edge effects exist in horizontal scalability and the broker layer can distribute the load appropriately
among the multiple task instances. On the other hand, the traffic rate of@timeo is given by

,Ba (tk) = )‘a Z Sav + Z ducw

vEV, (u,v)EE,

which is the sum of the traffic generated for the state access (first term) and function invocation between
each node and its successors (second term), in the unit of time, as given by the invocation rate

The model withstateful FaaSs more omplicated because it depends on how tasks are assigned to edge
nodes for three reasons. First, function invocation only consumes network resources if the two tasks are not
assigned to the same edge. Second, since a stateful FaaS runner cannot be apiii/nec, assigning the
active tasks to available nodes to minimize the number of nodes used is akin to thadkimg problem,

which is known to be NBomplete. Finally, as active apps leave the system, fragmentation occurs (a term
inspired by the similagffect in the memory management process of operating systems), i.e., edge nodes are
only partially allocated: this is stdptimal for energy consumption. To solve this problem, we foresee a
defragmentation process to happen periodically, with the perigda tos-, which is a system configuration
parameter: during defragmentation, the active apps are rearranged to reduce the number of edge nodes
needed, thus saving energy in the future. However, this process consumes energy because the state of some
runners may heae to be migrated from one node to another.

Now we introduce a last bit of notation: lei 0 be a variable that indicates what edge node (using an
arbitrary indexing scheme) hosts the runner for the taskf appwat timeo . In timeintervals where the

app is inactive, i.e., before it enters or after it leaves the system, the variable is undefined. The values of
@ O mustbe determined through two orchestration decisioraking algorithms: i) when an app enters

the systen, the algorithm chooses where to deploy each of its tasks, by either selecting edge nodes already
active (hosting other tasks) with sufficient residual capacity or activating new edge nodes; ii) upon
defragmentation, the tasks of active applications cannbigrated to other edge nodes to reduce the total
number of the active ones. Determining an optimal policy for either of these decision processes has the same
complexity as finding an optimal allocation for a-pecking problem, as already mentioned. Wepose to

use the following simple heuristic based on the bigspolicy:

Stateful|bestfit algorithm:

- When an app enters the system, for each task we select the active node that hosts one of the
predecessor tasks, if any (to save network traffic forcfion invocation). Otherwise, we select the
active node that leaves the smallest residual capacity, if any, breaking ties arbitrarily. Otherwise, we
deploy the task on an inactive node.

- Upon defragmentation, we apply the above algorithm policy to all ttteva apps, in arbitrary order.
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We then derive the number of active nodes at tideas:

au@=y@w@gyaeA@g,

wherest sindicates the cardinality of the corresponding set, and the traffic rate oféagptime 0 is:

:8 (tk tk+1 _ tk ;ﬂ Sav * xav tk) 7é xav(tk 1)) +
z dauv ' ]I(xau(tk:) 7£ wav(tk)) )
(u,v)EE,

The first addend@onsiderghe state migraton if the task was moved since the previous time event (by design,
this can happen only during the defragmentation procedure) and the second addend considers the network
traffic for function invocation, only if the tagskand its successar do not belorg to the same node.

We conclude the section with the evaluation of the performance, in terms of energy consumption, of the
stateless vs. stateful approaches, indicated as statelessjragtes and stateful|besfit, respectively. For
reference purposes, welso include two alternatives: stateless|mdmalancing, as implied by the name,
refers to a stateless FaaS system that seeks to maximize load balfifingateful|random is a variation

of the stateful policyabove, where there is no periodic defragmentation and the tasks of incoming apps are
assigned to edge nodes at random, respecting the maximum capacity , and a new node is made active only
if there is none with sufficient residual capacity. For full repidility of results, the source code of the
simulator and the scripts and artifacts are available publiclypgh sourceon GitHuB®,

The workload is created following the mode[18], which is inspired by ré&races made available by Alibaba

and broadly used in the literature, tuned as follows: the arrival and lifetime of apps follow a Poisson
distribution, with average 1 s and 60 s, respectively; both the state size and the data invocation size are
derived fom the memory requirements produced F8], by applying multiplicative factors calléd (state)

and’O (data invocation), wher®is always set to 100, which corresponds to the rang&@3] kB, andY

is expressed through the ratiqfO, which is 100 by default, in which cad@vould be in the range [0.2, 30.3]

MB. The invocabn rate is 5/s and the capacity of a node is set to 1000, which is sufficient to host any single
task, whose requested capacity is drawn from an empiric distribution with a maximum value oFt&90.
edge node power consumption was set to 100 W, whiclypsctal for a small device such as an Intel NUC;
estimating the network consumption is much more complicated because it depends not only on the
devices but also on the overall networking infrastructure: based on the results from a recent[$8]dy

6S KI @S SELISNAYSYGSR 6A0GK RAFTFSNBY(G O fdSa Ay (K
of simulated time and was repeated 1000 times; the plots show the average value across the repetitions
with a symbol and the low (025) and high (0.975) quantiles as error bars. All the values above are to
be considered unless specified otherwise.

In Figure 4-6 we show| andf * with different combinations of> and the "WO ratio, only wih
stateful|best-fit. T is affected significantly by both and"WO: when the state is heavieft{O p m)7the

13 https://github.com/ccicconetti/statefulfaas-sim (experiment 001)
¥ We omit the subscripa as we plot the average traffic rate
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network traffic is very high with small values ®@fnote the log scale on the-gxis) because frequent
migrations are expensive. This effégtmuch less prominent withfO p Tand"™ WO p, because of the
smaller state sizes compared to the invocation data sizes. With increasalighe curves initially decrease

and then, increase again until they converge to the same value (as the defnéatioe becomes more
sporadic, the state size becomes less important). The minima of the curves depend on the specific value
of ¥O. The number of active nodes is independentY¥O and always increases with The choice o

incurs a tradeoff in theenergy consumption of computation vs. netwohk.the following, we set the value

of 3to 120 s, i.e., twice the average app lifetime, which appears as a reasonabledtfifadetween
network vs. processing consumption.
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Figure4-6: Simulations; andf vs. defragmentation period.

In Figure4-7 we show the energy consumption with increasi@g while keeping 100 WThe energy
consumption increase with a highper-bit-rate cost is higher with a stateless deployment, especially in the
maxbalancing flavour, and is very modest with a stateful deploymiertthe latter case, we can see that the
bestfit policy reduces energy consumption by about 2 compared to eandfor all values 0O . In the
following, we only consider the two extremes of tle range.
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T T
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stateless|max-balancing
250 | stateful|best-fit
statefullrandom
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Figure4-7: Simulations: energy consumption @s.
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Figure4-8: Simuétions: energy consumption v8f0, 0 18t ’>W/b/s.

The impact of the state size, compared to the data invocation size, is expdsigaiied-8, with low perbit-
rate energy cost, i.eQ 18t LW/b/s. A stateless deployment, with a mitodes policy, is the best option
only for"¥O p tand only by a small margin compared to stateful|béist On the other hand, asfO
increases significantly above 10, stateless deployment becomes significantlgneoggthungry, due to the
cost of accessing the state upon each function invocation. Wit p 11, tateless is outperformed even
by statefuljrandom. The makalancing policy follows the same trend as modes and is always above the
latter, though thegap reduces slightly &% O increasesFrom an energy consumption perspective, stateful
deployments are almost insensitive to the size of the applications' states.

T T T
140 | Eg=0.05puW/b/s|stateless|min-nodes —a—
Eg=0.05uW/b/s|stateless|max-balancing ——

Eg=0.05uW/b/s|stateful|best-fit
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Eg=5uW/b/s|stateful|random
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Figure4-9: Simulations: energy consungh vs. average application lifetime.

In Figure4-9 we report the measurements obtained with min/m&x values for stateful policies (with
stateless, the values with maximun© are well above the plotaxis range) when increasing the
application lifetime from 15 s to 120 s. As expected, all the curves increase with the Bo#l.
stateful|best-fit curves lie at the bottom and gain an increasing margin compared to all the others as
the load increasesThe secondbest option is stateless|mimodes (only with minimun© ), while the
stateless|maxbalancing performs worst.
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Figure4-10: Simulations: energy consumption vs. node capacity.

Finally, inFigure4-10 we show the energ consumption (only due to processing) with increasing node
capacity from 800 to 4000. All the curves decrease because with incréasieghumber of nodes required
decreases, as well, while we keep the power consumption per Bodmnstant. It isnteresting to note that

the curves are almost overlapping in pairs. At the bottom (less energy consumed) we find stateffit|best
and stateless|miamnodes: in fact, they both aim at reducing the edge computing infrastructure energy
consumption. Statelessas a slight gain compared to stateful, but it is more than compensated by a lower
energy efficiency from the network traffic perspective. At the top (more energy consumed), the two
comparison systems show similar performance, which can be explained Bgdhthat they both try to
spread as much as possible the load among the active nodes: statelessfitzancing does this explicitly,
statefullrandom implicitly A stateful deployment, with a besit allocation strategy, can be as efficient as a
statelessone despite the fragmentation issue

4.1.2 ExperimentalEvaluation

We now illustrate the results obtained with a testbed of small edge nodes, related to the practical comparison
of the stateless vs. stateful serverless computing paradigms.

power  -------
Raritan!
PDUs | !
x10 { AGX Orin AGXOrin| .. |AGXOrin
10 GbE
1 GbE
Cisco L2 Switch
1 GbE LAN - -
Cisco L2 Switch
1 GbE
x10 { RPi5 RPi5 RPi5
Raritan|
PDUs |

power ------- :

Figure4-11: Testbed used for the evaluation of stateless vs. stateful serverless computing.
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The testbed is hosted by CNIR and is illustrated in Figureld. It includes 21 hosts in total:

- 1 Virtual Machine running on an kitserver in the CNR data centre, interconnected with the other
hosts via a 1 GbE LAN.

- 10 NVIDIA AGX Orin 64 Gb embedded devices.

- 10 Raspberry P15 singb@ard computers.

The following ancillary devices were used for the experiments:

- Cisco L2 switches, istack mode, providing all the hosts with 1 GbE (RPi) and 10 GbE (Orin)
connectivity.Raritan PDUs providing the hosts with power and monitoring the active power of each
individual device.

The experiments have been executed with the EDGELB®®h is a @itform that allows the development

and deployment of stateful agents in the edgeud. A single cluster was configured including all the hosts,
managed by a single orchestrator running on the VM. The scripts to run the experiments and to analyse the
dataare all available publicly, together with the artifacts of our experiments, on a GitHub repésitory

(@) server node
i
| | W
_ stateful /
trigger function
£ -] |
(b) server node

— > stateless

trigger 40— function

9 read |
in-memory

KVS , < o update

states (all apps) B

[T

Figure4-12: Workflows used for the experiments: (a) stateful, vs. (b) stateless.

15 https://github.com/edgelessproject/edgeless/
16 009-6greenstate, 0166greencalib, and 01imulticore
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In Figure 4.12 we illasate the two workflows (applications) used for the experiments. In (a) the workflow
consists of a trigger function that generates messages with Poudistnibuted interarrival times. The
message is sent to a stateful function that performs a procesgirgation on its internal state. In particular,

the state consists of a vector of 3 floating point numbers, initialized with random values between 0 and
1, and the operation is the elememtise computation of the trigonometric sin() function. After thygeration

is complete, a message is generated towards the trigger function to record message latencies. The workflow
in (b) is functionally equivalent but the state, i.e., the vector, of each application is kept iframory Key
Value Store (KVS) hodten the server VM. Therefore, the stateless function is forced to read the vector
before each operation and update it with the new values afterwards. The workflows were configured with
annotations that forced the orchestrator to assign the trigger funttiostances to the VM, while the
stateful/stateless function instances to the edge nodes in a random fashion.

Calibration experimentsWe have run initial experiments to calibrate the system parameters, whose results
are reported in the following.

First, we have created an incremental number of stateful workflows, one every 60 seconds, deployed on the
same Orin. Each workflow had a rate of 80 Hz, with a state of size 100k (i.e., the vector had 100k elements,
corresponding to an imemory size of 400 kbytes)

...
b/

Latency (ms)
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Figure4-13: Calibration experiment with increasing stateful flows. Left: workflow latency. Right: Throughput.
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In Figure 4.13 (left) we show the workflow latency over time, which increases only sliglitithe node
becomes overloaded after the i workflow is added. Similarly, in the right part we can see that the
throughput of the workflows is stable until the last flow, with spurious spikes only occurring whenever a new
flow is added for edge efféxin postprocessing the data.

10! 10t

Fumction execution time (s
Function transfer time (ms)

1°

1°

& 4

100 200 a0 %00 300 800
BmasEamp

Figure4-14: Calibration experiment with increasing stateful flows. Function execution (left) vs. transfer (right) time.

In Figure 4.14 we break down the workflow latencthia two main components, which are the time needed

for the processing operation (left) and the latency introduced by the network and trigger function (right),
called function transfer time. The latter has a more stable behaviour than the former, withssibit are
caused by the initialization of the state when a new workflow is created. When the system becomes unstable,
after the last workflow is added, the function execution time remains bounded, but the transfer time grows
indefinitely.
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Figure4-15: Calibration experiment with increasing stateful flows. Left: active power. Right: CPU usage.

Finally, in Figure 45lwe report the active power (left) and CPU usage (right). It is interesting to note that
there is a clear positive correlation between these metrics, whose values follow the same qualitative trend.
This confirms the intuition that the active power of AGX Orin devices is a linear function of the CPU usage,
with an offset given by the idle consumigm.
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We now report the results from a second batch of calibration experiments. We used both Orin and RPi
devices, but always one at time for each experiment. Again, we only deployed stateful workflows with a
message rate of 80 Hz. We repeated multipleakpents, with 1 vs. 10 workflows, and with variable state
sizes from 1k to 1M elements.
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Figure4-16: Calibration experiments with various state sizes. Left: workflow latency. Right: network traffic.

In Figure4-16 (left) we report the workflow latency. As can be seen, the latency increases with the state size,
because more sin() operations are needed. The RPi 5 device can withstand greater state sizes than the AGX
Orin, which carseem counterintuitive because the latter is more powerful. However, the latter has 8 CPU
cores, while the RPi 5 has only 4, therefore the-BBU processing power of the RPi 5 is greater. We note

that, in EDGELESS, function instances execute in a WebAgsaratime environment that is designed for
singlethread operation. In the right plot, we report the network traffic per node, which takes into account

the messages exchanged in the data plane, as well as the control and management of the EDGELESS node
services. The traffic is not affected by the state size, because the functions are stateful. There is a light
decrease only when the system is unstable.
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Figure4-17: Calibration experiments with variousagt sizes. Left: active power. Right: CPU usage.

Finally, inFigure4-17 (left) we report the memory occupancy of the EDGELESS service running in the nodes,
in percentage of the overall memory available. As expected, the occuparenses with the state size, but
the increase is modest compared to the baseline, because of the relatively small size of the state footprint in
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memory; even with 1 M elements, each state occupies 4 MB, while the RPi 5 is equipped with 8 GB of RAM
and the AGX Orin with 64 GB, shared between CPU/GPU. The right plot shows the CPU usage, which on the
other hand increases significantly with both the state size and the number of workflows, because of the CPU
bound nature of the application used in the expeeints.

Full experimentsin the full experiments 20 devices (10 RPi + 10 Orin), with 20 and 200 workflows, state size
of 10, 1k, and 100k elements, and we compared the two patterns stateful vs. stateless. In particular, for the
stateful case we deployed peisely the given number of workflows (20 or 200), each with a message rate of
100 Hz, where function instances are assigned at random to nodes by the orchestrator. On the other hand,
to mimic a typical serverless computing deployment, for the stateless wasforced the orchestrator to
deploy exactly one workflow on each node, then we adjusted the message rate to emulate the same load as
with a stateful workflow.
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Figure4-18: Full experiments, stateful vstateless. Left: latency. Right: loss ratio.

In Figure4-18 (left) we show the workflow latency. The results are grouped based on the number of
workflows, 20 or 200, which means an average of 1 or 10 function instances perrapuenber that the
assignment of function instances to nodes is done by an orchestration function at random, there it can
happen that somenode is loaded more than others. On theaxis, we indicate labels that specify the
deployment mode, i.e., stateful €& local state) or stateless (R = remote state), and the state size, from 10
elements to 100k elements. The same format is adopted throughout the analysis. The plot leads us to several
observations, which are confirmed by results shown later:

- Stateful depbyment exhibits a significantly lower latency, not only with a large state (e.g., 100k), but
also with a very small state of 10 elements. This is due to the cost of accessing the remote state, even
if the latter is stored in a service in the same LAN astiige nodes, which is an optimistic scenario.

A more realistic would involve the state located in some clbasted storage service, which would
increase the remote access penalty in terms of latency.

- With a stateful deployment, the latency with 200 wddds is not significantly higher than that with
20 workflows. Rather, with 10 and 1k elements, which have a modest processing cost, the latency is
slightly lower on average, and with comparable spread. Only with 100k elements the tail latency
increases sigficantly (note the plot has a legcale in the yaxis), but the average is still similar. This
counterintuitive behaviour suggests that the nodes are not overloaded.

- However, with a stateless deployment, the latency with 200 workflows is significagtigrihan
that with 20 workflows, by at least an order of magnitude. Since this cannot be due to the processing
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in function instances, which is tteame as in the stateful case, we believe the effect is due to the
contention on the state retrieve/update apations. In fact, when the state is greatest, i.e., with 100k
elements, the system becomes unstable, with latencies growing arbitradidyre 4-18 (right)
confirms this by reporting the loss ratio, i.e., theioabetween the messages received back by the
trigger function (sedrigure4-12) and those emitted by it: stateless with 200 workflows and 100k
elements is the only case with a norgligible loss ratio.
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Figure4-19: Full experiments, stateful vs. stateless. Memory occupancy of Orin (left) and RPi (right) devices.

In Figure4-19 we report the memory occupancy, grouped by ndgpe: AGX Orin devices on the left, RPi 5
devices on the right. Since the occupancy is expressed in percentage, the baselines for the two devices are
different (AGX Orin ones have 64 GB of RAM, RPi 5 devices only 8 GB), but the qualitative behawiour is th
same. With a stateful deployment the memory occupancy increases with the state size, which is fully
expected because the state is kept locally at each function instance; on the other hand, a remote deployment
is independent from the size of the state, ioh is stored externally. In our experiments, the state has a
modest size compared to the availability, therefore the different memory occupancy difference is barely
noticeable, in the order of 0.19%.2%. However the memory requirement of a stateful depiemt may
become a limiting factor when the state is either very large or the memory availability on edge nodes is
severely constrained.
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Figure4-20: Full experiments, stateful vs. stateless. CPU usage&rofl€ft) and RPi (right) devices.
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In Figure4-20 we report the CPU usage. The results confirm our observations about the latency. In fact, we
see that, in general, the CPU is always underloaded. In relative témere is a significant increase from 20

to 200 workflows, due to the extra work; also, the CPU usage increases with the state size, because more
sin() operations are needed. With a stateless deployment and largest state size, 108k R the plots,he

CPU usage is the same for 20 and 200 workflows only because the system is unstable: the service rate is not
CPUbound but rather stateaccessbhound.
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Figure4-21: Full experiments, stateful vs. stateleSetwork traffic of Orin (left) and RPi (right) devices.

In Figure4-21 we report the average network traffic per node during the experiment. The results are
comparable between AGX Orin a RPi 5 devices because this metric pahdden the amount of data
required by the workflow, including state read/update operations with a stateless deployment, and for
control/management plane signalling. The network traffic is minimum with a stateful deployment, where it
depends only on theumber of workflows but not the state size. Instead, it grows significantly with a
stateless deployment because of the staittated network operations.
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Figure4-22: Full experiments, stateful vs. statelesstive power of Orin (left) and RPi (right) devices.

In Figure4-22 we report the active power. A general observation is that AGX Orin devices have much more
stable power readings, while the RPi 5 devices eihilbatic measurements. We speculate that this could

be due to DVFS, and other power consumption mechanisms, performed by the RPi 5. Note that both
categories of edge nodes have not been tuned for reduced power consumption and are usoighmibox
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configurations. Another general observation is that AGX Orin devices have a much higher baseline power
consumption than RPi 5 devices, 8.5 W vs. 2.5 W, as confirmed by empirical evidence found in web forums.
The results do not exhibit strong correlations oéthctive power with the deployment model, state size, or
number of workflows, except for stateless deployment with 200 workflows on RPi 5 devices (ldifelR R

1k, and RLOOK in the right plot).
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Figure4-23: Full experiments, stateful vs. stateless. Active power vs. CPU usage with 20 (left) and 200 (right)
workflows.

To delve deeper on this matter, we have broken down the active power results per node, instead of
aggregating the data samples in box platsreported inFigure4-22. Figure4-23 shows the average active
power of each node for a corresponding value of average CPU usage, using different colours for the
deployment model and state size, as vaalgrouping the results for 20 (left) and 200 (right) workflows. With

20 workflows (left plot) we can see about half of the points laying in a straight line, which suggests
proportionality between the active power and the CPU usage: those points corrédpdRPi 5 devices, as

can be inferred by active power being lower than 5 W. On the other hand, AGX Orin devices (above 8.5 W)
are basically independent from the experiment characteristics. With 200 workflows (right plot), the AGX Orin
devices remaiimdependent, while the correlation with RPi 5 devices becomes less evident. Comparing these
results withthe previous onesuggests exercising caution about the use of CPU usage as a direct indicator of
power consumption with AGX Orin and RPi 5 devices, irotispeof the deployment model and overall load.

4.1.3 Conclusions

We have performed a comparative analysis of two deployment models for serverless workflows: stateless,
which is the stateof-the-t NI | LILINR F OK g KSNB (G KS | LILIX de@itelatdnds a a
be retrieved/updated when needed, and stateful, where a function instance is deployed for every application
and, thus, can keep its state local. For the analysis, we have used simulation, based on a custom mathematical
model, and testbecevaluation with 20 mixed edge nodes, i.e., Raspberry Pi 5 and AGX Orin devices. The
simulation has led us to identify some key performance tratfs, especially in terms of power consumption,
depending on the state size and network characteristics. bf husing a stateless deployment model is never

the best choice, unless the state is very small or the external storage service can be accessed with negligible
performance penalty. The testbed evaluation made this conclusion even stronger. In fact, déspite
optimistic environment for what concerns the access to the storage serviceagrnmory KVS in the same

LAN as the edge nodes), a stateful deployment exhibited less latency and no noticeable degradation in terms
of power consumption. We note that tihe might be cases when a stateful deployment is not possible for
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practical reasons, including insufficient memory availability on the edge nodes to keep the state,
administrative requirements on the application state location (e.g., to comply with GDEY¥}, il backward
compatibility with a legacy codebase relying on a stateless deployment model. Finally, we have observed
some correlation between the CPU usage reported by the edge nodes and their power consumption, as
measured by a monitored PDU, but omlly come conditions. Therefore, it is not possible to use the CPU
usage as a universal indirect estimator of the power consumption, but more research is needed to find the
right combination of features for this purpose.

4.2 Adaptive RAN Power Management in Serless Environments

Effective energy optimisation in clouthtive and serverless Radio Access Networks (RANSs) requires a
detailed understanding of how individual system parameters influence total power consumption. Key
determinants include the power conswed per radio port on the RRU, the configured MIMO level, the utilised
bandwidth, the adopted TDD split ratio, slicing configuration, OSS user profilegerserated traffic
patterns, traffic duration, and the associated application behaviour. Theserfactilectively define the
energy profile of the deployed RAN and are critical for the design of intelligent, adaptive-peamagement
mechanisms. To assess these dependencies, the project employed the 5G/6G testbed infrastructure
describedin section5.4.1 A comprehensive measurement campaign was carried out to quantify system
level behaviour, validate theoretical assumptions, and identify ojstition opportunities relevant for
serverless and cloudative deployments.

4.2.1 Energy Use Patterns on the 5G HW

The first phase of the evaluation investigated the influence of RAN component states and operational
configurations on measured power consumptioRigure 4-24 provides an overview of the results,
distinguishing between the RRH consumption (dark blue line) and the consumption attributable to the two
power supplies of the laaS environment (yellow and greers)ine

3.5G BBU el 4.5G BBU 5.5G 6.5G UE
; i4x4 MIMO, : BBU
1 | 4x4 MIMO, : |

5G BBU/RRU: n77, 100Mhz, QAM 256 DL/UL, 27 dBm/port

Figure4-24. Energy use patterns5G HW.
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When the BBU was not active (Step 0), the RRU exhibited a baseline consumption of 68 W under the tested
configuration (band n77, 100 MHz bandwidth, QAM 25A.D, 27 dBm per port). Deployment of the 5G Core
onto the laaS platform (Step 1) affected only serside consumption; RRU power remained unchanged.
Activating the BBU (Step 2) with a UE attached in idle mode increased RRU consumption to 100 W @nhder a 2x
MIMO configuration, and subsequently to 105 W when the MIMO configuration was changed to 4x4 (Step 3).

Adjusting the TDD profile (Step 4 & 5) from a symmetric configuration to-gpfrised configuration
resulted in an increase to 108 W. During actiwentraffic (Step 6) generation (60 seconds of TCP traffic
followed by 60 seconds of idle time), consumption peaked at 130 W. The alternation between high (130 W)
and idle (108 W) power states is clearly reflected in the measurement traces.

TCP sessions 120 TCP sessions 120 TCP sessions 1 TCP session

Figure4-25: Dependences between user behaviour and application design on 5GS power usage.

Figured-25further demonstrates the relationship between user behaviour, applicawel design choices,

and RRH energy usage. Short, intensive download phasasicularly with a high number of parallel TCP
sessions drive significantly higher consumption than idle periods. Upload traffic, in contrast, results in only
a minor increase retave to idle consumption, illustrating that uplink processing is notably less energy
demanding. Longer download durations proportionally extend the-gighsumption plateau, while reducing

the number of TCP sessions significantly lowers RRU load (ledesadsean be generated). These insights
underscore the importance of application design and traffic pattern predictability in the context of energy
efficient mobilenetwork operation.

4.2.2 Energy Use Patterns on the 5G SW

To complement the hardwarkevel analyis, the Scaphandre measurement tool was used to evaluate power
consumption at the softwareomponent level, including virtualised BBU functions, the 5G Core, and-traffic
generation applications (iPerf). The same test sequence used for hardware evaluasolapplied to
maintain methodological consistency.

As illustrated inFigure4-26 softwarecomponent consumption scales directly with traffic intensity and the
associated computational load. More complex MIMO camégjons led to higher BBU consumption, while
applicationlevel tools such as iPerf exhibited consumption patterns that closely correlate with BBU
workload. These results confirm the strong coupling between RAN functions and application traffic
characteritics in cloudnative 5G/6G deployments.
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Figure4-26: Energy Use Pattermsmore complex MIMO configuration causes more power consumption (left, middle),
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4.2.3 Advanced Experimentation

Building upon the initial energgonsumption characterisation, a structured set of optimisation mechanisms
was experimentally validated. These mechanisms were utilised to manage RAN power usageniser&s
changing operational conditions, with relevance to the 6Green use case focusing on maintaining critical
communication capabilities during energgnstraint scenarios.

The following mechanisms were evaluated: gradual cell shutdown, radio port ptpuer optimisation,
cell bandwidth adaptation and MIM@vel adaptation. Each mechanism provides different saving potentials
and implications for endo-end network performance, which were analysed in detail.

Gradual Cell Shutdown

Gradual cell shutdownfters substantial energy savings by transitioning RRUs into standby mode (through
CPRI link deactivation) or by completely powering off individual RRU units. This mechanism also reduces the
corresponding BBU processing load for deactivated cells, thergig\ang significant systemide energy
reduction. It is particularly suited for lotwaffic periods or scenarios where maintaining only minimal
coverage is acceptable.

(B)5G Testbed Configuration:

- Baseline: BBU with 2 x RRU (elll).
- Cell configurationn77, 3800 MHz, BW: 100 MHz, MIMO: 4x4, QAM256 DL/UL, TX Power: 26
dBm/port.

Test procedure:

- Cell shutdown via CPRI deactivation and RRU paofiter
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2 Cells operational | CPRILinkdown | RRU Power off

Power Usage - RRU

Power Usage - BBU
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One UE All UEs on UE #2 Power
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Figure4-27: Energy Savings by Applying Gradual Cell Dedion

In our test configuration (BBU with two RRUs operating in band n77 at 3800 MHz with 100 MHz bandwidth,
4x4 MIMO, and 26 dBm per port), deactivating one RRU reduced hardware consumption by up to 50%,
decreased BBU processing by up to 33%, and exti5G Core processing by up to 42%. When two cells each
served one UE, throughput reached approximately 850 Mbps per UE. When a single active cell served two
UEs, throughput decreased to roughly 643 Mbps, representing an expected reduction given théoopkrat
constraints.

Radio Port Power Optimisation

Transmissiofpower optimisation revealed that maximum output power does not necessarily correspond to
maximum throughput achieved by served UEs. Across the tested RRU port power levels (33, 31, 29, 27, 25,
and 23 dBm), the highest throughpu©950 Mbps occurred at 27 dBm. This represents up to 121%
improvement compared with the maximwpower configuration (33 dBm), which achieved only 430 Mbps

due to increased signal distortion (reference UE was too closeetogh). Lowering the output power to 23

dBm produced 580 Mbps, offering reduced coverage but still acceptable performance.

(B)5G Testbed Configuration:

- Baseline: BBU with 1 x RRU.
- Cell configuration: n77, 3800 MHz, BW: 100 MHz, MIMO: 4x4, QAM256 DL/UL.

Test procedure:

- Reduce TX power from 33, 31, 29, 27, 25 to 23 dBm,
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Figure4-28: Radio Port Power Optimisation with Corresponding Throughput Gains

The optimisation resulted in up to 21% reduction in RRU harelvp@wer consumption and up to 48%
reduction in 5G Core processing due to lower achievable UE throughput. BBU consumption remained in the
same range, as its base processing load is not influenced by the RRU tjamssitadjustments. This
experiment illugrates a key finding: in the case when UEs are close to the cell tower, optimal operational
efficiency is achieved through moderate rather than maximum transmission power.

Radio Bandwidth Optimisation

Bandwidth adaptation on the cell proved to be the me$tective mechanism for reducing softwaséle
energy consumption. Reducing bandwidth from 100 MHz to 20 MHz decreases the total number of resource
blocks from 273 to 106 (a 61% reduction), resulting in proportionally lower BBU processing requirements.

(BBG Testbed Configuration:

- Baseline: BBU with 1 x RRU.
- Cell configuration: n77, 3800 MHz, MIMO: 4x4, QAM256 DL/UL, TX Power: 25 dBm/port.

Test Procedure

- Reduce cell Bandwidth from 100, 50 to 20 MHz.
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Figure4-29: Energy Reduction Enabled by Bandwidth Downscaling

The tests showed a minor reduction in RRU hardware consumption (approximately 4%) but a substantial
decrease in BBU and 5G Core consumption (up to 69% and 62% respectively). The throughput impact was
proportional to the allocated bandwidth: 1 Gbps at 100 MHz, approximately 500 Mbps at 50 MHz, and 230
Mbps at 20 MHz. The 20 MHz configuration remains adequate for essential services such as emergency voice,
messaging, and alert dissemination, making bauitloptimisation particularly relevant for crisiesponse
scenarios.

MIMO Level Optimisation

Adjusting the MIMO configuration offers a balanced optimisation option that delivers both reduced energy
consumption and improved radio link robustness in degcadelio environments. Lowering the MIMO level
reduces the number of active RF chains at the RRU and significantly decreasespspassing
requirements at the BBU.

(B)5G Testbed Configuration:

- Baseline: BBU with 1 x RRU.
- Band: n77, 3800 MHz, BW: 100 KJRAM256 DL/ULTX: 25 dBm/port.

Test Procedure

-  Reduce MIMO from 4x4, 2x2 to SISO level.
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Figure4-30: Power Efficiency Improvements via MIMO Downscaling

Measured savings included up to 16% reduction in R&ttware consumption, up to 43% reduction in BBU
consumption, and up to 55% reduction in 5G Core power consumption. Throughput decreased from
approximately 1 Gbps (4x4 MIMO) to 670 Mbps (2x2 MIMO) and 390 Mbps (SISO). Importantly, the SISO
configuration @monstrated the highest link stability, which is crucial under -hioe-of-sight and
infrastructuredegraded conditions.

4.2.4 Main findings

The validated mechanisms support contextare optimisation strategies that can be selectively applied
depending on the perational scenario. Gradual cell shutdown enables up to 50% energy savings on the RRU
side (base station with two cells) with moderate QoE impact and is well suited fatdosity base stations

or emergencyonly operation. Radio transmissiggower optimsation delivers up to 25% savings with
negligibla and under favourable conditions, such as UEs located near the cellesign positive QoE
impact. Radidbandwidth reduction provides up to 70% savings and represents the most effective seftware
based mechaism, though it introduces significant capacity constraints. Mil&| reduction yields up to

55% savings and enhances link robustness in challenging radio environments.

¢tKS F2tt26Ay3a 1Se O02yOfdzarzya SYSNHRBRRZEANRSY2VXKGS
that moderate transmipower configurations can outperform higsgower operation in both throughput and
energy efficiency. Second, combining multiple mechanisms produces cumulative benefits, enabling up to 70%
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total energy reduction inxreme energyconstrained scenarios. Third, the observed deterministic pewer
consumption patterns provide a strong foundation for automated AHbdised control.

The comprehensive measurement and validation activities conducted in this task confirm that the
investigated mechanisms can jointly deliver up to 70% systége energy savings, making them suitable for
highly energyconstrained contexts such as disastesponse operations. The work provides quantified
performance impacts, identifies important ckayer efficiency interactions, and establishes a reproducible
methodological basis for Al/Ménabled autonomous power management. As next steps, we will integrate
these findings into highelevel management frameworks, validate the mechanisms understeakrisis
conditions as part of the usease activities, and align them with renewaleleergy systems and advanced
battery-management solutions.

The complexity and multidimensional nature of RAN energy optimisation necessitate the adoption of Al
driven @proaches. Prediction models can anticipate traffic behaviour and proactively adjust RAN
configurations. Multiobjective reinforcementearning methods can balance competing parameters such as
coverage, QoE, and energy consumption. Contezbgnition modés enable the system to automatically
identify operational states, while anomatietection models can reveal irregular consumption patterns or
early signs of hardware degradation.

4.3 EnergyAware Network Slice Managemenh O-RAN

This modular approach to sére delivery achieved by network slicing is complemented by the disaggregation of
the Radio Access Networks (RAN) architecture as e.g., suggested by the OperRRNY Allancéin order to

enable RAN openness and interoperability. This architecturdedivhe RAN into three key components: the
Central Unit (CU), the Distributed Unit (DU), and the Radio Unit (RU), which can be deployed on open hardware
and cloud nodes as VNFs. Network slicing®AD, is intricately linked to the placement of Rejdecifc Network
Functions (NFs) in the RU, DU, and CU. By deploying DUs closer to RUs at the network edge, operators can reduce
latency and improve the overall performance of RAN slices. However, in this regard, network slieiR@Nhi<O
mapped into a compleRU, DU, and CU resource allocation problem. Challenges arise in the dynamic allocation
of these resources to support varying slice requirements and changing slice request patterns, while minimizing
power consumption and reconfiguration costs associated WINF migration towards improving slice admittance

ratio [20]. Generally, VNF allocation is performed either proactively but assuming perfect forecasts of future slice
admission requests for a quite long timeritzon (e.g.[21]), or reactively upon arrival of the slice requests with
future knowledge on traffic arrivals in an expected sense (22],,[23]). The above challenges underscore the
need for innovative solutions to optimize resource utilization, minimize network delay and power consumption
but also importantly enhance the robustness ofRBN slicing deployments undancertainties on future
knowledge. This section presents our work that contributes towards this direction by solving the problem of
optimal joint slice admission control and VNFs placement in {RAN modules with an iterative Model Predictive
Control (ME) strategy that allows considering updated forecasts of future slice arrivals. Also, it aims to shed light
on the issue of minimizing the reconfiguration costs associated with optimizing multiple slice deployments, which
are related to slice downtime (dezased slice availability), offering insights into strategies to streamline this
process and ensure maximization of revenue during slice admission. We appropriately handle reconfiguration
along the MPC iterations to improve slice admittance in an enefigiestt way. Additionally, the proposed setting
considers vendors' Quality of Service (QoS) issues such-tsend delays, but also, an overall green operation
through accounting for power consumption costs.

17 https://www.0-ran.org
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4.3.1 System Architecture and Modeling

Figure4-31depicts the deployed ®RAN based architecture. In detail, migtatacenters, namely Edge Clouds
(ECs), are deployed at the network edge and serve as computing resources, in the proximity of the radio unit
enablinglow-latency processing and reducing backhaul trafienote the set of ECs of the topology. Each
ECAN~ . fhosts a DU responsible for processing and managing network functions associated with specific
network slices. The ECs are connected with theoit] where an RU is deployed, via fronthaul (FH)
connedgions, while midhaul (MH) links connect each EC with the Regional Cloud (RC) datacenter, denoted by
T, where the CU is deployed. The RC serves as a centralized computing resource fdetidipeocessing

and coordination across multiple ECs. The FH4 fiilitate lowlatency communication between the RU and

the DUs, while MH links provide hitgandwidth connectivity between DUs and CU. For edery the total
computing capacity, in CPU cores is definetf%s while the corresponding parameter fdre regional cloud

is denoted by# 2 Furthermore, transmission delay of the FH and the MH links is definqd; aand

1 wH AN . Fwherei is the RU. Moreove#" "  stand for the bandwidth of the FH and MH links
associated with the E@\ .. , respectively.

4.3.2 Slice Request Model

In the proposed dRANbased system modeling, we consider alsebnsisting of available VNFs, denoted by
O~ &that can be deployed to compose various network slices. It is important to note that certain VNFs,
specfically the VNFs with ID8 ), remain consistent across all network slice requests. In precise, VNFs
O RO are the initial VNFs used in every requesiVhen a network slice requestarrives, it is considered as

an ordered set of elements & OB MM P & where®d O~ &O O & Notably,

each network slice requestis structured following the Service Function Chain (SFC) deployment model,
where a specific execution sequence is defifidd This sequence dites the order in which the VNFs are
processed within the network slice.

UK}— - RU

Core Network

Figure4-31: Proposed éRANbased Architecture

Additionally, the compute and network related resource requirements are definedlipes. For a VNB N

& hthere exist specific demands regarding CPU cores for the VNF deplofment the bandwidth for the
link /£ phEdenoted asA ;. Furthermore, each requestarrives at a specific tim@ and has a holding time
EQ, indicating the dration for which the slice remains active once requested. Moreover, ari@med delay
requirement$ and a priority valudO is defined for each slice request, reflecting its tolerance level for
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delay and importance, respectively. All notationsed are summarized rable4. Let us also specify the
following variables that play an important role in the problem formulation:

. 1, feF,isplacedon ECe€ £ att,
x5 ¢ (t) = ‘
(0. otherwise.

1, f € F, is placed on RC at t,
ysf() -

(0, otherwise.

X, (1), t,<t<(ts+ht.),
S-r#(t)z{ +(8), 1 St < (ts + hts)

0, otherwise.

Furthermore, we consider that each EC hosts a single distributed computing unit. The VNF with index 0 is
placed on the RU, and the remaining VNFs are placed either on an EC or the RC with the constraint that if a
VNF is placed on an EC all its preegd/NFs in the path should be placed on ECs.
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Table4: Selective Notation and Description

Notation Description
H Time horizon of the MPC
£ Set of ECs
EC Edge Cloud
RC Regional Cloud
RU Radio Unit
F A set of available VNFs
F A subset of VNFs consisting a service chain for
# slice s
fekF; Index of a VNF in the service chain of slice s
_I VINFs associated with slice s except the VINF with
Fs index [
g MNumber of VNFs of slice =
te Arrmival tme of shce s
htg Holding time of slice s
Prs Priority value of slice s
R(t) Set of newly arrived, waiting and already active
shees at ume £
Hfired{t]l set of alrcad_y ad:_nilu:d xl_i::ux that are stll active
at the MPC-iteration starting at ¢
set of existing active slices and slice requests that
R[E] have amived but not yet admitted with positive
updated holding time
Ca, f CPU requirement of VNF f of slice s
b Bandwidth requirements for two successive VNFs
8.f f—1, f of slice =
Doz s End-to-end delay requirement of slice s
X.o(t) 1 if shice s has been admitted at time ¢ or earlier
otherwise 0
:z:g_f{t}, Vs, flt) Binaries indicating the placement of VNFs
sTalt) Binary indicating if a slice is active
Celt) CPU utilization on cloud e € £
Bandwidth utilization between the RU and the EC
Be(t)
ec &
CE. Total Eussiblc computing capacity of EC e for
i every time t
R Total possible computing capacity of the RC
CBp. (CBye) Total bandwidth of FH (MH) link related to e
Ee_R Cost for moving a VNF from an EC to the RC
EE-E Cost for moving a WNF between ECs
u.(t) 1 if the fronthaul link connected to EC e is utilized
ve(t) 1 if the midhaul link connected to EC e is utilized
fre. dom Delay parameters
prmax Maximum power consumption of an EC

Proportion of the consumed power of an idle

v server with respect to Ppgq
F i Maximum power consumption of network links
pliz Fixed power consumption of a network link be-

net,e tween RU and e € £
XX::_f[t}r XY:: ,,f+1{t]|‘ Auxiliary variables for the linearization of the
XY;_f{t}, }‘X:J({] problem formulation
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4.3.3 Problem Formulation
System Dynamics and Constraints
The CPU utilization of each EC evolves as follows:
Co(t+AT)=Cut)+ > 3 (2l f(t+Ar)—af f(t))ea s

seR(t4+AT) fEF,
as obtained aftethe calculatiors provided analytically if24]. In similar lines, we compute the evolution
equation of the bandwidth utilization of the FH links as

Bo(t+A7)=B.(t)+ > (2fa(t+A7) =zl ())be .
sER(t4+AT)

Next, we shorty describe and provide the remaining system constraints:

Fird, the aggregate of the computing resources to bind in any EC or the RC has to be lower than the total
possible computing capacity of the corresponding cloud, which is expressed as follows:

> Yz (t)esy < CEe, Ye€,

sER(L) fEF,
> Y wyestesy < CR
sER(t) fEF,

A slice uses a link between the RU and an EC, if its secdn@i.Nwith index 1) is placed in this EC. The
bandwidth constraints for the FH and MH links are expressed for everyt eiséllows.

> af ()b < CBre, Ve €E,

seR(t)

Z Z t)ys. p41(E)bs s41 < CBpre, Ve € E.

SER(L) pep s

For every admitted slice, its first VNF (i.e., with index 0) is placed in the RU:

> ale(t) =0, Vs € R(t),

Yeek

ys.0(t) =0, Vs € R(t).
In addition, a VNE of anadmitted slices, can be allocated either to a single EC or the RC at every time i.e.,

D @l 5 (t) +ys s () = sra(t), Vs € R(t),Vf € F.°
ecE

Moreover, for an admitted slice, the VNF 1 should be placed in an EC, which is guaranteed if it cannot be
placed in the RC, i.e.,

y.1(t) =0, Vs € R(t).

Under the assumptions of serviceathing and colocation, if for an admitted slisea VNF is placed in an
EC, the VNFs precedihig the service chain should be also placed in the same EC. Similarly, if a VNF is placed
in the RC, its successive VNFs in the service chain of the sliddIsh also placed in the RC.
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Therefore,

T8 ((t) < a5,y (t), Vf € F, %' Vs € R(t),Ve € €,
Ys.r(t) < ysp41(t), Vf € ", Vs € R(1).

The total delay imposed by FH and MH links at any time is bounded as follows:
Z Tg1()dre + Z Z Ty, (E)Ys, f41()0e.r
ecE feF g pEE
< Dimax.e. Vs € R(2).

A FH link is considered utilized only if one or more slices have placed their VNFs witll indéts
corresponding EC, i.e.:

uc(t) > x5, (t), Vs € R(t),Vec £,
ue(t) € {0.1}, Ve € &.

A MH link is considered utilized if for any pair of two successive VNFs of any slice, one is placed in the EC and
the other on the RC, i.e.,

ve(t) = x5 f(t)ys. p41(t), Vs € R(t),Vf € F ™ Ve € £,
ve(t) € {0,1}, Ve € £.

Finally, a slice that gets admitted at time should be considered admitted for its entire control lifecycle, i.e.,
X.(t+ A7) > X.(t), Vs € R(t).
Objective Function

To define the objective function we consider three factors, namely: (i) the revenue obtained from slice
acceptance, (ii) the cost deriving from reallocating already accepted slices, and (iii) the power consumption
of the ECs and the netwk links that are utilized for the slice deployment. The revenue of a slice acceptance
at timet is

ReV(t) = Z srs(t) - prs.

seR(t)

For the reallocation cost both VNFs moving from an EC to the RC or vice versa and those VNFs that move
from an EC to another are considered. The instaatais reallocation cost of VNFs from an EC to the RC or
vice versa is expressed as:

ReCE-R(t) =

(:r'ﬁ_f{f)y,,_;(f + A7) + y,,-_;(!).;::_j(f - ﬂ'r])ﬁgg R
SER(E),fEF, ecE

while the reallocation cost from an EC to a different EC is expressed by

ReCF (1) = 3 s (0)Th f(t+ AT)EEE.

sER(t), fEF, eeE icE—"
Regarding the power consumption cost, we follow the modelling of a power efficient VNF placemen
approach from the literatur¢25]. In case of ECs, it is given by:

3 EC _ LT . ("‘(t) I
PCTC(t) =) (u(_.(t)‘yf +( -G ! )

eef T
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In case of links that connect the RU with an EC, it is formulated as:

e . Be(t) .
+RU - E fix T
‘P(’ (fJ = Z (u‘!(t}f’;n:f.:: + (;B;-'_“ -'”m’:f ) .

e f

Finally, in case of links that connect an EC with the RC, it caritten as:
J,CE R{.f) = Z ?‘[(f)j;:{::‘
EE

Optimization Problemg Problem &

max > (er\.-’(r} — ReCE-R(t) — ReCEE (1)

t=0:AT 4 (H=1)AT

— PCEC(t) — PC"U-E(t) — pCF “(r}) AT

subject to:
all system dynamics and constraints expressed above
and

X.(t) € {0,1}, 2 ((t), 4. £(2) € {0,1},
Vs € R(t),Vf € Fs,Ve€ E,vt € {£,£+ A7..£ + (H — 1)Ar},

where# 1H 1H Av. are given. The optimization problem is mixed integer quadratically constrained
problem with quadratic objdive. Next, we apply Watters' linearizati¢®6] on the quadratic terms in both
the objective function and the constraints and the problem takes a MILP form.

4.3.4 Proposed Solution via Model Predictive Control (MPC)

To perform dynamic optimal slice admission and resource allocation on adrslites, we solve the Problem

in a Model Predictive Control (MPC) fashion as illustrat&igiare4-32. The control period starts & where no

slices have arrived yet and thus no computing and bandwidth resources have been yet allocated. Pigblem
then solved with initial timeé& and a horizon ofitime intervals in the future each of duratian z The number of

slices and thie arrival times within the future time horizoH is unknown and forecasts are used. In this work,
forecasts are considered given by an external forecasting tool. The decisions about slice admittance and resource
allocation are obtained for all time inteais within the horizond. However, we apply only the decisions for time

O and disregard all other decisions for future times. By the time we apply the decisions we also observe which
slices actually arrived. For slices that were forecasted to arrivedidunot, we cancel any related resource
allocation decision. For slices that arrived without being expected, we also do not allocate resources as otherwise
infeasibilities and high costs may emerge.the next decision time, i.eQ 3, the processsi repeated. In
particular, we observe the updated states regarding the computing resources of the ECs and the RC as well as the
bandwidth of the links. Also, updated forecasts of the number and arrival times of new slices are obtained for a
time horizon egal again taH time intervals in the future each of duratia@n z However, slices that have been
already accepted at tim® or earlier, should continue providing service at time O 3, if their updated

holding time is positive. This requirement cannot be directly handled by Problem 1 and necessitateditheshddi
constraint Xs(£) = 1,¥s € RT™““/(£), with 2 I the setincluding all slices satisfyiy 2 1 3 zI yE

34 YR 1 3z pdnadditon, the Problem 1 should be adapted in order to account for the potential re
allocation costs of slices between times two secutive decision times. To do so we introduce new binary

parameters @) FU; , for all slice™ 2 I with values set as@] @il 32z U
Uy 1 3 z Based on the above, we formulate Problerthat is an adapted version of Problem 1 for being
integrated in an MPC frameworklgorithm 1 presents a pseudmde of the solution process.
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to t” +ﬂ']' i 1"+1"1'|.T

Decisions computed Decisions computed
and applied and discarded
As time passes the actual
_ arrivals of slices reveal
© and the optimization
horizon recedes

Figure4-32: MPC lterations

Optimization Problem to be integried in an MPC Framewor& Problem 2:
max 3 (ReV(tJ — ReCE~R(t) — ReCEE(t)
t=0:ATEH(H—1)AT
~ PCHC(t) - PCRU=E(t) - PCE‘R(t}) LAt
— RECFRIM () 140y, — RECEEIMN(0) 14,
subject to:
all network dynamics and constraints above

Xﬂ{t} € {ﬂ: l}r m:.f{t}:ys._f(t} € {“.- 1}1
Ws € R(t),¥f € Fs,Vee E Wt € {€,{ + Ar.. L+ (H — 1)AT},

if £ > tp include Xs(£) =1,¥s € R7=(0),

where:

Lo it et
>t = 0. otherwise,
RBCE—H,Init {E) —
Z (I:fizt_d: (e) + yf‘amr_d : I(E))fﬂ - ﬂT‘

seRFized(g) fe

RecE—E._Jrn't(E) _

Z E Z LFT..J:cd I_.,‘f(f

sE RFized(f) fe€f jgf—e
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Algorithm 1 Model Predictive Control for Dynamic Resource
Allocation on Network Slices

Input: Time horizon H; Initial time #q; All parameters related
to the RU, EC, RC, including power consumption, band-
width, computing availability, re-allocation cost parameters;

procedure MPC

Initializations:
{ tos Ce('ﬁ.[)) «— 0; BE(T,[)) +— 0, Ve € £;
while not the end of control period do

1. Observe the state variables, C. (). B.(f), e € £.

2. If ¢ > ty, observe already active slices with
positive updated holding time, ht, + ht, — A7, forming
the set RF*ed({). Also, compute the binary parameters
m::?lmd,yf}“d, for all slices s € RF™=ed(¢).

3. Receive updated forecasts of arriving slices for a
horizon H, i.e., for times {{,{ + A7,....{ + (H — 1)A7};

4. Solve Problem 2 and obtain the main optimization
variables, i.e., X.(¢), 2% ((£), ys ¢(£) for all s € R(£), all
related VNFs f and all times {¢,{+ A7, ..., +(H —1)A7};

5. Observe the realizations of the uncertain quantities
at the current decision interval £, i.e., R({:');

6. Keep the decisions only for time /, i.e., X.(f),
.r:f(?) ys f(f) for all s € ﬁi’(t’) (and related VNFs) and
discard those of all future time slots, ie., {£{ + A7, ..., ¢ +
(H — 1)Ar}. If a slice s was forecasted to arrive but in
reality did not or the vice versa set X () = x5 (({) =
Ys.;(£) =0,Ve € &, f € F.

7. Update the state variables C.(¢), B.(f) for the
next decision interval (¢ + A7) using the equations of
Section IV-B for slices in R().

8.0+ 1+ AT

end while
end procedure

4.3.5 Evaluation Result§MPC)

Evaluation Setting:

This section presents the assessment of the proposed-N#3€d solution approach for the prolotel. For

the implementation of the simulation environment, version 3.10 of Python programming language is used.
We follow an objecbriented programming approach, defining one class for the slice request model and one
class for implementing the solution rieds, i.e., the proposed mgezased method and the alternative
solutions. The substrate network parameters are involved in the solution class. To solve the optimization
problem we use Gurobi solver, specifically, the gurobipy Python package. The paraaieésrare given in
Table5 and 4. The substrate network consists of three ECs and one RC. We consider two types of slices,
URLLC and eMBB. VNF requirements adhere to a typical paradigm commonly for cloud sevideesp

These requirements manifest in three distinct flavors, denoted as small, medium, and large. Each flavor
corresponds to varying levels of resource demands, particularly in terms of CPU cores for our modeling.
Specifically, the CPU demand per flaigospecified as 2 cores for small, 4 for medium, and 8 for large. In the
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context of the simulation process, a flavor is chosen equiprobably for each VNF of every slice. We consider
that the number of slice requests is equal to 15 over a time horizor2 @inde units. In order to perform a

fair evaluation between the distinct approaches, we assume that the holding time of every deployed slice
could not exceed the 12 timesteps setup which reflect to 24 hours of deployment time.

Table5: Network parameters

| Parameter | Value |
Number of ECs 3
EC, RC capacity 16, 64 cores

FH link capacity, delay 2Gbps, 4ms
MH link capacity, delay | 4Gbps, 8ms

~ 0.8

pmaz 2000W
Pret” 200 W
plix 160 W

el

Table6: Slice parameters

. Slice type
Attributes URLLC B
Do s 25 ms 50 ms
Co. f € {2.4,8) € {2,4,8)
be. 1 100 Mbps 200 Mbps
Request arrival times £ {1,12} U{1,12}
Holding time ht min(i{3,6},(s) | min(U{3,6},s)
Number of requests 556% of total 45% of total
Normalized priority 3 per time-slot 2.4 per time-slot

We generate forecasts for the time arrival of requests using the following forecasting method. Initially, the
arrival time of requests is sampled from a discrete uniform itigtion over the optimization horizon, H. At

each time slot of the control period, we solve the Problem 2 and obtain the decision variables. We consider
that our forecasting method generates forecasts that are inaccurate with probability 10%. In thigtcorde

define two forecasting scenarios, namely, (i) Less accurate forecasting scenario: In this scenario, the arrival
time of not yet realized slice requests is resampled from a discrete uniform distribution over the horizon.
(ii)Highly accurate forecasty scenario: Under the highly accurate forecasting scen2@fhof the expected
requests to arrive resample their time arrival. All the simulations are executed in an Ubuntu 20.04 virtual
machine with 8 vcpus and 8GB of RAM of an Intel(R) Xeon(R) CPG@&2 dérver.

Evaluation Metrics:

The evaluation focuses on comparing the performance of three distinct methods: the proposed MPC solution,
an MPC variant that avoids VNF reallocation (AWK}, and a onshot optimization approach that decides

the admissiorof slice requests at the first time slot for the entire horizon (One Shot). These methods were

tested under the two different settings of slice request forecasting that were discussed above, in order to
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assess their robustness and adaptability to dynanmanging of slice request demands. The evaluation
metrics for the performance assessment are:

Acceptance Ratiorhe acceptance ratio measures the percentage of admitted slices by a certain time step,
determined by the active slice subset, which includesoomgyrequests yet to expire. It reflects the system's
efficacy in handling incoming slice demands amidst existing deployment commitments.

Objective Valu€eThis metric represents the optimization objective value achieved by each method based on
the actual ealization of slice requests, offering insights into their efficiency in resource allocation and
utilization during the slice requests admission.

Power EfficiencyThis is defined as the ratio of revenue generated by the admitted slices over the total
power consumption of the compute and network counterparts of the substrate network. The inverse of
power efficiency signifies the system's effectiveness in conserving energy, with lower values denoting
higher power efficiency.

Discussion on the Results:

Figure4-33 andFigure4-34 present the cumulative average of the above evaluation metrics computed over

a 12time step horizon for the two cases of the forecasting scenariosingi to provide a comprehensive
overview of the performance trends observed across the simulation. In scenarios with favorable forecast
conditions, marginal differences are observed between the solution methods. However, upon closer
examination, MPC demofrates its adaptability over the prediction horizon, particularly in achieving higher
acceptance ratios, as shown kiigure4-33a. At the same time, it maintains optimal values for other key
metrics compared to MRBIR and One Shot solutionBidgure 4-33b,c), showcasing its ability to adjust
resource allocation decisions regarding VNF placement, while achieving to maintain low consumption power
of the compute and network couerparts.

The efficacy of the MPC approach becomes more evident in less accurate forecast scenarios. The
evaluation results regarding this scenario are showrfigure 4-34. In more detail, despite inherent
uncertanties, MPC consistently outperforms One Shot optimization method, highlighting its robustness
and resilience to forecast inaccuracies. Moreover, compared to the MPC solution that totally eliminates
the reallocation of VNFs, namely the MRR, the proposedMPC approach maintains a substantial
performance advantage across all evaluated metrics. More precisely, the optimal resource utilization is
highlighted inFigure4-34a, where the cumulative average of acceptama&io is much higher than the
other approaches from very early during the evaluation period and maintained for the whole horizon, as
reflected inFigure4-34b. It is worth mentioning, that despite the higher accapte ratio, which entails to
increased resource demand, the proposed MPC approach still outperforms theNRP&d One Shot
methods in terms of power efficienc¥igure4-34c).

The observed performance disparitiemderscore the significance of proactive and adaptive resource
allocation strategies in dynamic network environments. While traditional optimization methods may suffice
under ideal conditions, the inherent uncertainty of reabrld scenarios necessitatesome sophisticated
approaches. The MPC ability to leverage forecast information to anticipate demand fluctuations and
proactively optimize resource allocation decisions is a key determinant of its efficacy on slice admission in O
RANbased architectures. Finermore, the performance advantage of the MB&sed approach over MPC

NR reveals the importance of considering reallocation in dynamic resource allocation strategies. By factoring
in these costs, the MPC framework effectively manages the todidebetween resource usage optimization

and the operational overhead associated with reallocating and migrating VNFs. This ensures optimal resource
utilization while ensuring higher slice availability with minimal management complexities from the
infrastructure pravider's perspective.
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Figure4-33: Comparative evaluation results under highly accurate forecasting scenarios.

Figure4-34: Comparative evaluation resultsder less accurate forecasting scenarios.

In future work, we are going to try adopting the abovementioned formulation in core network and serverless
scenarios. Especially, for serverless computing paradigm, we will trgvielap atwo-level virtualization
mechanismnthat providesa virtual networkto an applicationreferred to as the related slicend manages

the serverless application deploymentithin the virtual network.By integrating the abovementioned
forecasting mechanism with a workload estimatetated to the applicationye can work on creating a
scaling approach for VNF replicas and virtual network resources

4.3.6 Proposed Solution using Reinforcement Learning (RL)

In this section, we consider a simpler versiorttaf optimization problemfor joint admission control and
resource allocation of network slices in theoposed GRAN architecturewherethe reconfiguration of the
alreadyadmitted slices ideing deactivatedby forbidding the reallocatioaf deployed VNFs.

A Markov Decision Process (MD#3 typical framework to describe decisioraking problems in a stochastic
environment. An MDP consists of the set of statéfsthe set of action$h a state transition functioh

which indicates the probability i I i i) of obtaining thestatei when taking actiomdfrom the state

i , the rewardfunctioni iyt 611°© wand the discount factar. Specifically, the policyigiiyt 61° Tip
indicates the probability of choosing the actién 6 from statei v 8¢ KS | 3 S yivié R to legrmad S O
optimal policy* t which maximizes the expected retuB | [ 1 ,wherei isthe reward that the
agent receives after th& RL decision step.

In our setting, slice requests arrive at the agant the agent decides whether to accept each one of them

in order of their arrival times. Slice requests may arrive at the same time slot at the agent where in this case
ties break arbitrarily. To avoid confusion, the indicatddenotes the Ribased deisionstep for accepting

or not a slice corresponding to a requeshereasd denotes the time slot of the control window whetlee
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